5G for Connected and Automated Road Mobility in the
European UnioN

Deliverable D2.1
5G CARMEN Use Cases and Requirements

1

Call
Type of Action
Project start date
Duration
GA No

Project Details
H2020-ICT-18-2018
IA
01/11/2018
36 months
825012

Deliverable Details
Deliverable WP:
Deliverable Identifier:
Deliverable Title:
Editor(s):
Author(s):

Reviewer(s):
Contractual Date of Delivery:
Submission Date:
Dissemination Level:

WP2
D2.1
5G CARMEN Use Cases and Requirements
Filippo Visintainer
Danilo Amendola, Leandro D’Orazio, Mauro
Femminella, Gianluca Reali, Mladen Botsov, Antonino
Rocca, Gianfranco Burzio, Walter Aigner, Zarrar
Yousaf, Marco Liebsch, Vincenzo Sciancalepore,
Antonio Albanese, David Martín-Sacristán Gandía,
Orestis Mavropoulos, George Alexopoulos, Sylvie
Mayrargue, Nabil El Ioini, Ilenia Fronza, Claus Pahl
Dimitri Marandin, Frantzoglou Vassilis, Fytillis
Ioannis, Skoulaxinos Ilias, Tsagarinou Natasia, Sioutis
Iason, Anna Maria Fiammengo, Enzo Contini,
Estefania Coronado, Despina Meridou, Panagiotis
Demestichas, Kostas Tsagkaris, Panagiotis
Vlacheas, Vera Stavroulaki, Andreas
Georgakopoulos, Ioannis Belikaidis, Eleutheria
Kostara, Silvia Capato, Klaus Pollhammer, Vasilis
Maglogiannis and Dries Naudts.
Mladen Botsov, Roberto Riggio, Peter Utasi
30/04/2019
13/05/2019
PU

Disclaimer
The information and views set out in this deliverable are those of the author(s) and do not
necessarily reflect the official opinion of the European Union. Neither the European
Union institutions and bodies nor any person acting on their behalf may be held
responsible for the use which may be made of the information contained therein.

2

Table of Contents
LIST OF ACRONYMS AND ABBREVIATIONS ............................................................................................................5
LIST OF FIGURES ..............................................................................................................................................................6
LIST OF TABLES ................................................................................................................................................................7
EXECUTIVE SUMMARY ..................................................................................................................................................8
1 INTRODUCTION .............................................................................................................................................................9
2 REVIEW OF THE RELEVANT 5G-PPP PHASE 1 AND PHASE 2 PROJECTS ..................................................10
2.1 TAXONOMY OF NETWORK SOLUTIONS FOR 5G AUTOMOTIVE ......................................................................................14
Core network solutions .......................................................................................................................................14
Transport network solutions ...............................................................................................................................15
Radio access network solutions ..........................................................................................................................17
Positioning solutions ..........................................................................................................................................18
Security solutions ................................................................................................................................................20
2.2 TAXONOMY OF AUTOMOTIVE USE CASES ....................................................................................................................32
5G-NORMA ........................................................................................................................................................33
5G-ENSURE .......................................................................................................................................................34
5G-CROSSHAUL................................................................................................................................................34
COGNET.............................................................................................................................................................35
FANTASTIC-5G..................................................................................................................................................35
Flex5Gware ........................................................................................................................................................36
METIS II .............................................................................................................................................................36
mmMAGIC ..........................................................................................................................................................37
SESAME..............................................................................................................................................................38
GLOBAL5G ......................................................................................................................................................39
5GCAR ..............................................................................................................................................................39
5G-TRANSFOMER ...........................................................................................................................................41
5G-MONARCH .................................................................................................................................................43
5G-XCAST ........................................................................................................................................................44
ONE5G .............................................................................................................................................................45
MATILDA .........................................................................................................................................................48
5G-CORAL .......................................................................................................................................................49
2.3 OTHER RELATED PROJECTS AND THEIR RELEVANCE TO 5G CARMEN .......................................................................50
2.4 LESSON LEARNED AND RECOMMENDATIONS...............................................................................................................56
3 5G CARMEN USE CASES ............................................................................................................................................58
3.1 COOPERATIVE MANEUVERING (CM) ..........................................................................................................................58
Cooperative Lane Merging .................................................................................................................................59
Relevant scenarios ..............................................................................................................................................61
3.2 SITUATION AWARENESS (SA) .....................................................................................................................................62
Back-situation awareness of an emergency vehicle arrival ...............................................................................62
Motorbike awareness ..........................................................................................................................................64
Vehicle sensors and state sharing.......................................................................................................................67
Event horizon ......................................................................................................................................................69
Relevant scenarios ..............................................................................................................................................70
3.3 VIDEO STREAMING (VS) .............................................................................................................................................71
Detailed description............................................................................................................................................71
Relevant scenarios ..............................................................................................................................................72
3.4 GREEN DRIVING (GD).................................................................................................................................................73
Environment analysis..........................................................................................................................................74
Electric zones ......................................................................................................................................................75
Dynamic Speed Limit ..........................................................................................................................................76
Relevant scenarios ..............................................................................................................................................76
4 USE CASE REQUIREMENTS ......................................................................................................................................77
4.1 FUNCTIONAL REQUIREMENTS......................................................................................................................................77

3

4.2 NON-FUNCTIONAL REQUIREMENTS .............................................................................................................................81
Cooperative lane merging ..................................................................................................................................83
Back-situation awareness ...................................................................................................................................83
Vehicle sensor and state sharing ........................................................................................................................83
Motorbike awareness ..........................................................................................................................................84
Event horizon ......................................................................................................................................................84
Video streaming ..................................................................................................................................................84
Environmental analysis ......................................................................................................................................84
Electric zones ......................................................................................................................................................84
Dynamic speed limit ...........................................................................................................................................84
4.3 PRELIMINARY CONSIDERATIONS FOR BUSINESS REQUIREMENTS.................................................................................85
5 CONCLUSIONS ..............................................................................................................................................................86
REFERENCES ...................................................................................................................................................................88
ANNEX: ON INTEROPERABILITY WITH EXISTING IMPLEMENTATIONS....................................................92

4

List of Acronyms and Abbreviations
Term

Description

3GPP
5G
AAA
CN
DC
ETSI
MANO
NF
NFV
NFVO
NFVI
OSS
PaaS
RAN
RFB
SLA
TN
UE
VIM
VNF

Third Generation Partnership Project
Fifth Generation
Authentication Authorisation Accounting
Core Network
Data Center
European Telecommunications Standards Institute
Management and Orchestration
Network Function
Network Function Virtualization
NFV Orchestrator
NFV Infrastructure
Operations Support Systems
Platform as a Service
Radio Access Network
Resource Functional Block
Service Level Agreement
Transport Network
User Equipment
Virtual Infrastructure Manager
Virtual Network Function

5

List of Figures
Figure 1 Cooperative Lane Changing/Merging. .................................................................................................58
Figure 2: Message flow in PC5-based CLM. .....................................................................................................60
Figure 3: Message flow in the centralized CLM. ...............................................................................................61
Figure 4: Examples of possible information exchanges among vehicles. ..........................................................62
Figure 5: Overview of the Back-situation awareness scenario ...........................................................................63
Figure 6: Message flow in the Back-situation Awareness Use Case. .................................................................64
Figure 7: Overview of the Motorbike Awareness scenario. ...............................................................................66
Figure 8: Message flow in the Motorbike Awareness Use Case. .......................................................................66
Figure 9: Fog benches case .................................................................................................................................67
Figure 10: Queue case.........................................................................................................................................68
Figure 11: Puddles/icy road case ........................................................................................................................68
Figure 12: Flow diagram for input from car sensors and data (e.g. queue/fog cases) ........................................69
Figure 13: Flow diagram for road IoT sensors (e.g. Puddles or icy road case) .................................................69
Figure 14: Message flow for the Event horizon use case. ..................................................................................70
Figure 15: In-vehicle video streaming ................................................................................................................71
Figure 16: Message flow for the video streaming use case. ...............................................................................72
Figure 17: 5G-CARMEN platform, encompassing functionality for green driving...........................................74
Figure 18: Message flow for the Environmental analysis use case. ...................................................................75
Figure 19: Message flow for the Electric zones use case. ..................................................................................76
Figure 20: Message flow for the Dynamic speed limit use case. .......................................................................76
Figure 21: Hybrid car break-down warning scenario. ........................................................................................92
Figure 22: Message flow from broken-down vehicle to C-V2X vehicle through UU 5G interface. .................93
Figure 23: Message flow from froken-down vehicle to C-V2X vehicle through PC5 interface. .......................94

6

List of Tables
Table 1: List of 5G-PPP Phase 1 projects, with indication of their relevance to automotive.............................11
Table 2: List of 5G-PPP Phase 2 projects, with indication of their relevance to automotive............................12
Table 3: List of security requirements from the 5G-PPP Security Working Group. ..........................................26
Table 4: Project 5G-ENSURE - Technology roadmap of security solutions .....................................................29
Table 5: List of functionalities introduced or enhanced by 5G-MoNArch project. ...........................................31
Table 6: 5G-PPP contractual KPIs......................................................................................................................32
Table 7: KPIs definition for 5G-TRANSFORMER’s automotive use cases......................................................43
Table 8: 5G-XCAST automotive use case requirements ....................................................................................45
Table 9: ONE-5G UE deployment KPIs.............................................................................................................46
Table 10: ONE-5G service KPIs ........................................................................................................................47
Table 11: KPIs for the assessment of the MATILDA project use case on remote control and monitoring of
automobile electrical systems .............................................................................................................................48
Table 12: 5G-CORAL connected cars use cases performance metrics and way of measurement. ....................50
Table 13: Main assets of non 5G-PPP projects highly relevant to the automotive sector or 5G CARMEN......53
Table 14: Priority of requirements. .....................................................................................................................77
Table 15: Summary of the functional requirements of the 5G CARMEN use cases. ........................................78
Table 16: Summary of the non-functional requirements of the 5G CARMEN use cases. .................................81

7

Deliverable D2.1 - 5G CARMEN Use Cases and Requirements

Executive Summary
This deliverable reports on the 5G-CARMEN use cases and the associated functional and system requirements.
5G-CARMEN aims at achieving worldwide impact on future cooperative, connected and automated mobility
by conducting extensive trials across a 5G-enabled corridor from Bologna to Munich, spanning 600 km of roads
across three countries. This document reports on the activities of tasks T2.1 and T2.2.
A survey on the state of the art was performed by T2.1, analyzing existing and past projects and highlighting
major outcomes and guidelines, as useful input to shape and guide 5G CARMEN developments. A review of
the main achievements of previous Phase 1 and Phase 2 5G-PPP projects in the automotive domain, highlights
contributions in the areas of network architecture, security, positioning, and connected and automated driving
use cases. In addition, non-5GPP projects are also reported along with their main outcomes. The survey ends
with the lessons learned and the recommendations for 5G CARMEN.
5G CARMEN-specific design began with T2.2, where the use cases of maneuver negotiation, context awareness
and video streaming were specified. For each use case, this deliverable provides its rationale, an overall
description, the possible networking approaches, for cooperative ITS use cases typically peer-to-peer versus
vehicle-network, and the related information flows.

5G CARMEN (H2020-ICT-18-2018)
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1 Introduction
This deliverable will detail the 5G CARMEN use cases and the associated functional and system requirements.
5G-CARMEN aims at achieving worldwide impact on future cooperative, connected and automated mobility
by conducting extensive trials across a 5G-enabled corridor from Bologna to Munich, spanning 600 km of roads
across three countries. 5G is deemed capable of delivering very high data-rates, extremely low-latency, and
ubiquitous and reliable coverage that can be leveraged to (partially) address some of the major challenges in the
automotive field, such as automated driving, road safety, green mobility, and entertainment in the future
vehicles.
A survey on the state of the art was performed by T2.1, analyzing existing and past projects and highlighting
major outcomes and guidelines, as useful input to shape and guide 5G CARMEN developments. A review of
the main achievements of previous Phase 1 and Phase 2 5G-PPP projects in the automotive domain, highlights
contributions in the areas of network architecture, security, positioning, and connected and automated driving
use cases. In addition, non-5GPP projects are also reported along with their main outcomes. The survey ends
with the lessons learned and the recommendations for 5G CARMEN.
5G CARMEN-specific design began with T2.2, where the following use cases of maneuver negotiation, context
awareness and video streaming were specified. Although the primary goal was to describe the driving task and
information flow, leaving architectural solutions to WP3, preliminary technical implementations were
discussed, in order to evaluate feasibility and assets, thus preparing to WP5 deployment, to anticipate some key
choices of technological enablers (WP3-WP4) and to extract the main technical requirements.
This deliverable has the following structure:
•

Section 2 provides a review of 5G-PPP Phase 1 and Phase 2 projects, as well as a compendium of
projects which are relevant background for 5G CARMEN

•

Section 3: provides, for each use case, its rationale, an overall description, the possible networking
approaches, for cooperative ITS use cases typically peer-to-peer versus vehicle-network, and the related
information flows.

•

Section 4: illustrates the requirements of each use and a mapping of technical requirements to use cases.

•

Section 5: provides a summary of the main findings reported in this document.

5G CARMEN (H2020-ICT-18-2018)
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2 Review of the relevant 5G-PPP Phase 1 and Phase 2 projects
This section provides a review of the main achievements obtained by previous Phase 1 and Phase 2 5G-PPP
projects in the automotive domain, categorising them according to specific topics. These topics are (i) the
network architecture, in turn split in radio access network (RAN), transport, and core segments, as well as
security and positioning solutions specifically designed for the automotive domain, and (ii) specific automotive
use cases.
The following Table 1 and Table 2 report all the projects funded in the 5G-PPP Phase 1 and Phase 2 calls. For
each of them, we briefly indicate the type of project (RIA, IA, or CSA), and its relevance to the automotive
sector, as well as their main focus and achievements. A synthetic view of the main achievements of these
projects have been reported also in [1][2].
Project acronym

Project
type

Main Focus
Achievements

EURO 5G [3]

CSA

-

5G-NORMA [4]

RIA

MANO,
SDN Use case on vehicle communications
control plane for
mobile networks

5G-Xhaul [5]

RIA

Optical/wireless
transport network,
SDN
cognitive
control plane

5G-Ensure [6]

RIA

Security

5G CrossHAUL [7]

RIA

Fronthaul/backha Use case on vehicle communications (handover
ul
transport management)
network

CHARISMA [8]

RIA

Physical
layer security, C-RAN,
trasport networks

COGNET [9]

RIA

AI
techniques Use case on vehicle communications (prediction of
applied
to mobility patterns)
NFV/MANO

COHERENT [10]

RIA

5G RAN

-

5G NR

V2X use case, addressing cooperation between
vehicles, between vehicles and infrastructure, and
cooperation between vehicles and vulnerable road
users

(Phase 1)

FANTASTIC
[11]

5G RIA

/ Relevance to Automotive
-

Use case on vehicle communications (security
aspects)

Flex5Gware [12]

RIA

Energy efficiency Use case on connected vehicles (including Mobile
in
HW/SW broadband in vehicles and V2X communication for
components
enhanced driving)

METIS II [13]

RIA

5G RAN

mmMAGIC [14]

RIA

Radio access with Use case on in-vehicle entertainment
mm-waves

5G CARMEN (H2020-ICT-18-2018)
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Project acronym

Project
type

Main Focus
Achievements

SELFNET [15]

RIA

Network
management of
SDN/virtualized
elements

SESAME [16]

RIA

Cloud
enabled Use case for general mobility (pre-provisioning of
small cells
cached data in edge node to anticipate handover)

SPEED-5G [17]

RIA

Optimization
spectrum
utilization

of -

SUPERFLUIDITY
[18]

RIA

Service
virtualization

-

5GEx [19]

IA

Cross-domain
orchestration

-

SONATA [20]

IA

NFV
orchestration

-

VirtuWind [21]

IA

SDN/NFV

-

(Phase 1)

/ Relevance to Automotive

Table 1: List of 5G-PPP Phase 1 projects, with indication of their relevance to automotive.
Project acronym

Project
type

Main
Focus
Achievements

To-Euro-5G [22]

CSA

5G-PPP
projects cooperation

Global 5G.org [23]

CSA

Produce the 5G- Survey of automotive experiments in Phase 2 5GPPP vision
PPP projects

5GCAR [24]

RIA

5G for V2X services

5G ESSENCE [25]

RIA

Edge
computing Edge computing has a very central role in most
and small cells
automotive applications

5G Transformer
[26]

RIA

Slicing in SDN/NFV Use cases on vehicle communications and vertical
environment
slicing applied also to automotive use cases

5G-Monarch [27]

RIA

Security,
slicing

5G-PICTURE [28]

RIA

Converged xhaul (wireless + optical),
disaggregated-RAN

5G-Xcast [29]

RIA

Large
immersive
delivery

BlueSpace [30]

RIA

5G RAN

(Phase 2)

5G CARMEN (H2020-ICT-18-2018)

/ Relevance to Automotive

Fully focused on automotive

network Use case for intelligent traffic management

scale Focused on large scale delivery of high quality
media media, also in automotive environments
-
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Project acronym

Project
type

Main
Focus
Achievements

IoRL [31]

RIA

mmWave + visible light
communications

METRO-HAUL [32]

RIA

Transport network

NRG-5 [33]

RIA

Smart Energy as a Service

ONE5G [34]

RIA

5G NR

SAT5G [35]

RIA

Integration
between 5G and
satellite

SLICENET [36]

RIA

Network slicing

5G-MEDIA [37]

IA

Network functions and applications for
large
scale
demonstration

5G-PHOS [38]

IA

Fiber-Wireless
RAN fronthaul

5GTANGO [39]

IA

NFV

-

MATILDA [40]

IA

Multi-site
orchestration

Use cases for remote control and monitoring of
automobiles' electronic control units

NGPaaS [41]

IA

NFV
for
5G Platfrom
as
a
Service

5G-Cities [42]

IA

5G
edge virtualization

5G CORAL [43]

EU-TW

Edge
and
fog Distributed messaging system targeted also to
computing in CRAN connected cars scenario (use cases: safety and
infotainment in traffic jam)

Clear 5G [44]

EU-TW

5G for Factory of the Future

(Phase 2)

/ Relevance to Automotive

-

Use case on assisted, cooperative and teleoperated driving

-

C- -

Table 2: List of 5G-PPP Phase 2 projects, with indication of their relevance to automotive.
From a quick analysis of the above tables, it results that, with the notable exception of 5GCAR, which is a
project fully focused on connected car communications, most of projects contribute to the automotive domain
by means of some specific use cases. Some of them have also been demonstrated in lab or in limited real settings,
whereas other ones have been only defined to extract requirements on different part of the network architecture.
Nevertheless, among them there are also other projects that, even if not specifically addressing the automotive
domain, contributed in a significant way on different aspects of the network architecture, and thus they are fully
relevant to the activity of 5G CARMEN.
We identified the 5 projects that produced the most relevant results with respect to the research and innovation
activities to be developed in the framework of 5G CARMEN. Even if a more detailed summary of developed
5G CARMEN (H2020-ICT-18-2018)
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solutions will be presented in the next section 2.1, here we deem useful their mention, identifying also the 5G
CARMEN Work Packages that will be affected by them.
First of all, as already anticipated, we have to consider the results provided by 5GCAR. This project, being fully
devoted to design 5G automotive solutions, has set the ground for 5G-based solutions for automotive positioning
(relevant to 5G CARMEN T3.5) and 5G technologies for side link communications (relevant to 5G CARMEN
T3.3), as well as a number of use cases, including cooperative manoeuvre, that will be considered also in a cross
border scenario in T2.2.
Two additional projects very relevant to the 5G CARMEN activities are MATILDA and 5G-Transformer. Both
of them have their main contribution in the slicing (5G CARMEN T3.4) and orchestration part (5G CARMEN
T4.3). In more detail, MATILDA proposes an application orchestration for managing 5G-ready applications,
whereas 5G-Transformer has its main contribution in the definition of a vertical slicer, which is the system entry
point to map vertical services into network slices. In addition, 5G-Transformer proposes also V2X use cases
relevant to those considered in section 3 of this document.
The project 5G ESSENCE with its Cloud-Enabled Small Cells (CESC) proposal pushed the concept of multiaccess edge computing (MEC), which has a central role in the 5G CARMEN activity (T3.2) due to its capability
to provide low latency communications between the vehicles and virtualized applications. Finally, the project
5G-Ensure has laid the basis for security aspects in 5G networks, leading the preparation of the white paper on
5G security landscapes [81]. This topic will be addressed in T4.1 of 5G CARMEN.
In addition, there are also other projects, not funded under the 5G-PPP umbrella, which are of interest for 5G
CARMEN, since they address specific aspects of cooperative, connected and automated mobility (CCAM).
These projects are analysed in section 2.3.
Finally, in section 2.4, we summarize the lessons learned from this survey, trying to identify gaps that will be
further analysed by subsequent chapters on 5G CARMEN use cases and requirements.

5G CARMEN (H2020-ICT-18-2018)
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2.1 Taxonomy of network solutions for 5G automotive
In the following subsections, we review the main achievements in terms of core network, transport network,
radio access network, positioning and security solutions obtained in the projects funded under the 5G-PPP
umbrella.

Core network solutions
In this subsection, we analyse the main solution for core network, especially focusing on (i) virtualization and
network function virtualization (NFV) technologies and platforms, and (ii) orchestration and slicing
technologies and solutions for 5G networks.
5G-NORMA [64] extends the ETSI NFV architecture to integrate physical and virtual network functions from
both the radio access and the core network that can be adaptively allocated in the edge cloud or in the central
cloud. Building on this, the multi-service MANO entities handle the life-cycle of end-to-end network slices
from the RAN to the core network. Network functions can be dedicated to (i) a single slice, thus ensuring interslice coordination and efficient resource allocation by the MANO layer; or to (ii) multiple slices, where the
Software-Defined Mobile network Coordinator must ensure the access and utilization according to the SLA of
the slices.
SONATA [65] introduces a microservice-based orchestration platform that enables the deployment of modular
and programmable services. The multi-service control layer abstracts the network complexity, and is in charge
of creating and controlling dedicated network services on top of the same physical infrastructure. In this way,
each VIM provides just a view of the available resources, status and capabilities of its corresponding network.
In addition, it presents a Service Development Kit that allows third parties to deploy VNFs based on functional
requirements. The Service Platform operates and manages the lifecycle of network service on top of a virtual
infrastructure manager, like OpenStack. To this end, it deploys the virtual network functions as virtual machines
and steers the traffic by implementing service function chains. In addition to the management, the service
platform allows for extensive monitoring and analysis of network services to make smart decisions, e.g., for
placement and scaling of virtual machines. One of the key innovations and outstanding features of the Service
Platform is the support of so-called Service Specific Manager and Function Specific Managers. The managers
are highly specialized pieces of software, which execute complex functions tailored to a network service, but
run as Service Platform plugins.
SUPERFLUIDITY [66] extends the concept of mobile core network towards the SDN model where the control
plane is separated from the data plane. The management and orchestration layer is responsible for orchestrating
VNFs to create complex services, and for deciding on their placement to their execution Environment in DCs
according to the customer needs. In line with this, it enables the decomposition of network functions into basic
abstractions named Reusable Functional Blocks (RFB) in different heterogeneous execution environments,
being it supported by the NFVI infrastructure. NFV can be used to support highly dynamic scenarios, in which
the VNFs are instantiated “on the fly” following the service requests. VNFs tend to become small and highly
specialized Micro-VNFs, i.e., elementary and reusable network elements. Complex services can be built through
the “chaining” of these Micro-VNFs. Different virtualization approaches can be used to support these microVNFs: Tinified VMs and unikernels. -Added Unikernels have very important properties allowing to reduce the
service deployment. They offer very good performance in terms of low memory footprint and instantiation time.
The recent measurements conducted in the project using ClickOS, a Xen-based unikernel, demonstrate a small
footprint (around 5 MB when running) and an instantiation time around 30 milliseconds.
5G-MoNArch [62] introduces a multi-layer architecture (composed of management and orchestration, network
controller and network layers) that aims to support end-to-end network slices characterized with specific
management and control functions for a diversity of use cases. The split of control plane and user plane in all
network domains (RAN, CN, and TN) and the elastic design, scaling and decomposition of NFs makes possible
to decouple network functions from the underlying infrastructure and their flexible placement in the nodes.
MATILDA [67] pursues the implementation of end-to-end services in the form of application forwarding
graphs and VNFs. This is performed in an operational framework supporting programmability, network control
abstractions, and network slicing, enabling the translation of application-specific into programmable
5G CARMEN (H2020-ICT-18-2018)
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infrastructure requirements. The architecture is composed of three layers to support the interaction of multi-site
network, compute and storage resource management: (i) the development environment, responsible for
wrapping cloud-native components to be used by the control plane; (ii) the application orchestration, in charge
of the vertical orchestration of 5G-ready applications and functions; and (iii) the programmable infrastructure
slicing and management, responsible for the lifecycle of network slices by interacting with the multi-site NFVO
entity residing in the network’s provider domain.
NGPAAS introduces an operational framework to virtualize, control and orchestrate network functions to define
a cloud-stack for telco-grade PaaS collaboration in network service provisioning. The cloud stack modularity
(composed of infrastructure, platform and business layers) aims to build efficient PaaS structures in an scalable
and unified manner. To this end, the concept of Reusable Functional Block in the Superfluidity project is
extended to define a component, understood af the decomposition of services and user-oriented workloads to
create tailored implementation. These micro-services are then managed by re-factoring the OSS model with the
aim of supporting real-time service variation and providing a pay-to-use billing model.
5G-TANGO [70] pursues a programmable architecture able to provide powerful tools to implement and
validate the customer requirements of VNFs and applications as network services. The architecture is mainly
divided into the Service Development Kit, to assist the development of VNF services, the Verification and
Validation component, as a novelty for the VNFs validation, and the Service Platform component. Regarding
the latter, it integrates a MANO framework, compliant with the ETSI model, that provides flexible mechanisms
to instantiate and manage network slices from the radio part to the core network, along with end-to-end
telemetry, monitoring and orchestration functions.
Sat5G [71] targets the virtualization of the satellite ground to deploy plug-and-play satellite communications.
In this respect, it allows the connectivity of the 5G RAN on-board to the 5G CN in the ground, as well as the
handover across several core networks. Moreover, it consistently manages end-to-end slices configuration
including 5G CN, satellite, RAN and UE. From the CN perspective, a slice consists on a set of NFs that may be
shared by several slices.
5G-Transformer [84] introduced 1) vertical slicer (5GT-VS) that is the entry point for the vertical requesting
a service and it handles the association of these services with slices as well as network slice management; 2)
service orchestrator (5GT-SO) that is responsible for end-to-end orchestration of services across multiple
domains and for aggregating resources and services and exposing them to the 5GT-VS in a unified way; 3)
mobile transport and computing platform (5GT-MTP) that provides and manages the virtual and physical IT
and network resources on which service components are eventually deployed. 5G-Transformer used the
proposed communication infrastructure for V2X use case: 1) to facilitate a real-time exchange of data between
the vehicles for implementation of the Intersection Collision Avoidance (ICA) system 2) to stream information
to all the vehicles for see-through scenario.

Transport network solutions
In this subsection, we review two main types of results. The first ones are relevant to SDN transport networks
solutions, whereas the others are more focused on fronthaul/backhaul solutions. Since a net separation of the
two topics is meaningless (fronthaul/backhaul solutions are usually implemented according to the SDN
paradigm), we will present them together.
Project 5G-Crosshaul [72][73] proposed management and orchestration (MANO) solution for integrated
fronthaul and backhaul networks. In more detail, 5G-Crosshaul proposed a new architecture for 5G transport
networks targeting the integration of existing and new fronthaul and backhaul technologies and interfaces. The
main proposed innovations are: (i) an SDN/NFV-based management and orchestration entity (XCI - Crosshaul
Control Infrastructure); and (ii) an Ethernet-based packet forwarding entity (XFE - Crosshaul Forwarding
Element) supporting various fronthaul and backhaul traffic QoS profiles. The XCI leverages widespread
architectural frameworks for NFV (ETSI NFV) and SDN (Open Daylight and ONOS). In more detail, it
proposed a unified data plane solution through the development of a multilayer data plane architecture, including
circuit- and a packet- switched paths. This two-paths switching architecture is able to combine bandwidth
efficiency, while deterministic latency is ensured by the circuit switched part. The modular structure of the 5GCrosshaul switch enables various deployment scenarios with traffic segregation at multiple levels, which is
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particularly desirable for multi-tenancy support. Finally, a further innovation consists of fronthaul traffic
compression. 5G-Crosshaul achieved 4-5 times fronthaul compression without compromising the radio
performance. It is able to exploit large redundancy identified in time-domain FH, mainly in over-sampling and
over-quantization.
Also, project 5G-XHAUL [74]proposed innovation in the converged backhaul/fronthaul. In more detail, it uses
active/passive optical technologies for converged FH/BH services including (i) passive WDM-PON technology
featuring 25 Gbps/wavelength, colorless ONU deployments and dynamic ONU switch-off for energy saving
and (ii) active optical technology based on TSON (Time Shared Optical Networks) featuring elastic allocation
of optical BW (in time and frequency through elastic grid), native mapping of Ethernet and CPRI and
synchronization. A further achievement of this project is the design of SDN wireless backhaul for ultra dense
networks. The proposed SDN control plane is able to unify high capacity P2MP LoS mmWave radios and Sub6
NLoS radios for the wireless BH, featuring (i) Openflow extensions/NETCONF agents for the mmWave and
Sub6 radios and (ii) common SDN controller implementing traffic engineering applications for the wireless BH,
including Load Balancing, interference aware scheduling, and fast re-route.
mmMAGIC [75] project has investigated the analogue, hybrid and digital beamforming architectures and
schemes for mm-wave access, backhaul and relay applications. As for backhauling, mmMAGIC proposed to
use a massive number of antenna elements for short range LoS backhauling applications. The project proposed
a novel, simple channel decoder based on DFT (named B-DFT-SM-MRT) which can achieve up to 85% of the
SVD decoding based capacity with only a fraction of the complexity. The performance of the B-DFT-SM-MRT
was validated with realistic channels generated through indoor and outdoor ray tracing. In relay schemes, the
project proposed a novel ad-hoc user selection scheme to serve as a one-hop relay.
5G-PHOS [38] provides 5G flexible transport networks with SDN capabilities. It addresses the development
of a flexible integrated fiber-wireless (FiWi) fronthaul with support to radio-optical beamforming as well as
network resource slicing features. 5G-PHOS considers both innovative medium-transparent dynamic bandwidth
allocation (MT-DBA) algorithms and programmable software defined networking (SDN) techniques. These
technologies can allow scaling network resources in a flexible way according to the traffic demand and provide
efficient management of 5G-PHOS FiWi fronthaul network resources. This project enables the creation of a
framework to deliver new advanced services regardless of the network scheme, thus allowing telecom operators
and network owners to exploit novel services, applications and markets.
5G-PICTURE proposes an integration of heterogeneous solutions in support of joint backhaul (BH) and
fronthaul (FH) services. The disaggregated and programmable data plane comprises (i) Open Packet Processors
(OPPs), (ii) Wireless transport solutions - millimetre wave (mmWave) and massive MIMO, (iii) Optical
Networks - passive (Passive Optical Network - PON) and active (Time Shared Optical Network - TSON) - as
well as (iv) Ethernet solutions (Flex-E). These solutions have been extended to support the demanding
requirements of transport in converged FH and BH environments in a more efficient way. The resulting transport
network is integrated with centralised data centres (DCs) and edge compute (MEC) resources adopting a hybrid
model combining both general and specific purpose processors. The 5G-PICTURE transport network will be
able to support flexible functional split options, allowing both the Distributed Unit (DU) and the Centralized
Unit (CU) to dynamically negotiate the RAN functional split to be used under specific network conditions. An
improved portability of the hardware (HW) programming languages via the specification and design of
language/target-independent “intermediate representations”. 5G-PICTURE provided an implementation of
RAN functional splits on programmable x86 HW based on the OAI framework, including 3GPP splits 8, 7-1,
and 6. Deliverables D4.1 [76] and D4.2 [77] present control plane solutions for providing synchronisation as a
service as well as specific synchronisation functions covering specific network technologies, e.g. 802.11ad
mmWave and Sub-6.
The METRO-HAUL [78] [79] provides high capacity and flexible metro optical network with edge computing.
In METRO-HAUL, the dynamic data plane with intelligent control plane involves multiple network segments
and layers, by spanning multiple geographical Data Centre (DC) locations and by addressing resource
heterogeneity including, notably, the optical transport. Without this data and control plane architecture, network
resources supporting future 5G services would require enormous over provisioning, of both optical transport
capacity across metro and core networks, and edge Data-Centre resources such as compute and storage. In
addition, the project provides open multi-layer disaggregated network through a systematic and unified
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approach based on model driven development for the SDN control of multilayer disaggregated and open
transport networks. METRO-HAUL provides also flexibility in deployment choices, extensibility for the
integration of new technologies and agility in migration processes without vendor lock-in.

Radio access network solutions
In this section, we deal with two macro-topics. The first one is the the review of main solutions about multiaccess edge computing (MEC) solutions designed under the 5G-PPP umbrella. The second one is the review of
the main physical layer enhancements on the radio access part (thus excluding wireless solutions used in
fronthaul or backhaul sections, already addressed in 2.1.2). This second parts includes both LTE enhancements
as well as 5G New Radio (NR) solutions. In this regard, it is important to state that we have not found any 5GPPP (Phase 1 or Phase 2) project using the wireless short-range communications (ITS-G5) dedicated to
automotive ITS and road transport and traffic standardized by ETSI [80].

Multi-access Edge Computing Solutions
5G NORMA [64] adopted Network Function Virtualization (NFV) in the mobile access and core network
domain by decomposing mobile network functionality into smaller function blocks and flexibly instantiated and
assigned to the network slices. By adding also the centralized control (software-defined networking, SDN)
paradigm, 5G NORMA created software-defined mobile network control (SDMC) concept, offering
programmability for mobile operators to flexibly manage their networks, and for tenants to customize their
slices’ behavior. For V2X deployment specifically, 5G NORMA proposed to use the three controllers. SDM-X
(Software-Defined Mobile network Coordinator) makes possible to handle the heterogeneity of service
requirements introduced by 5G network as e.g. the V2X network slice is probably going to share the RAN with
other slices such as eMBB. The SDM-O (Software-Defined Mobile network Orchestration) controller has
admission control algorithm that decides whether there are enough resources for the V2I network slices and
how this network slice resources should be spread. Then, the NFV-O algorithm that onboards the network slice,
assigning VNFs to specific location or warns the SDM-X of a new slice in the controlled VNFs. Finally, it reacts
to possible resource re-orchestration triggers by eventually reassigning resources.
5G ESSENCE [82] and 5GCity proposed an architecture including network sharing, slicing and mobile edge
computing (MEC) capabilities. Both projects used the Cloud and Edge concepts through a three-tier architecture
with the difference at the second and third tiers. 5GCity envisioned third tier (5GCity small cells) with very
limited computing resources without clustering connection between small cells. 5G ESSENCE provided a
concept of Cloud-Enabled Small Cells (CESC), where each CESC includes a micro-server. A group of colocated CESC can be clustered and each cluster is considered as Light Data Centre. CESC Manager is introduced
for managing the cloud environment of Light Data Centre and small cell functions.
Flex5Gware [83] assessed the performance of the different the Group Addressed Transmission Service (GATS)
mechanisms of IEEE 802.11aa that is linked to the case of V2X with two main applications: 1) see-through
scenarios, where a typically large vehicle (truck) broadcasts a video transmission using front cameras to vehicles
behind it; 2) “safer” intersections, where cameras placed at fixed locations well above vehicles (traffic lights,
lamp posts) broadcast their signal towards stations in the surroundings, so drivers can react accordingly. The
results demonstrate, the use of the legacy multicast service results inadequate to provide proper delivery
guarantees (i.e., reliability), while in contrast, with the use of the GATS schemes, it is possible to guarantee
QoE to the receivers.
ONE5G [85] is on-going project that among other use cases works use case for assisted, cooperative and teleoperated driving. To reduce E2E latency, the project declared the need of Multi-Access Edge Computing (MEC)
Server to be implemented between the core and RAN with the aim of reducing the latency of the very first
segment, by closing the loop without the need to involve the core element in each message exchange. The
location of the MEC server is set be dependent on the considered architecture: in the backhaul network, in a
fully distributed network (D-RAN), or placed co-located with the Central Unit (CU), by considering the 3GPP
split options (2 and 7).
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Radio access technology
Flex5Gware [83] introduced a prototypical implementation of a high performance base station that is able to
run multiple isolated LTE PHY-layer stacks that share a common radio head. The base station is an off-theshelf, inexpensive x86 server that can run up to four virtualized LTE eNB instances. The hardware is capable
of handling the multiple LTE PHY stacks and to properly multiplex the access of each eNB to a common radio
front-end. Such base station can be deployed at the edge of the network for MEC use-cases, where low-latency
is required. Additionally, this solution can be used so that multiple operators can deploy, at low cost, roadside
infrastructure that can serve long range wireless communication use-cases.
METIS II [86] focused on the overall 5G radio access network design and the technical enablers needed for an
efficient integration and use of the various 5G technologies and components. The project also performed
simulative study of use case Connected Cars and has shown that reliability provided in urban scenarios for 5 ms
end-to-end latency is close to 99.999% for the required range of 50 m with 40 MHz of available spectrum.
However, in the highway scenario, the required coverage range of 1000 m can only be achieved with an
allocation of 100 MHz to the V2V communication link.
5GCAR [88] works on the technology components designed for the V2X radio interface. With respect to
infrastructure-based V2X technologies, the project focused on the physical layer interface: realistic multiantenna channel estimation and prediction schemes, mmWave broadcast and beamforming schemes, multibeam/multi-node multi-vehicle communication techniques for at least diversity, and interference control and
dynamic multiplexing of different traffic types. For sidelink-based V2X technology, the project investigates a
network assisted reliable discovery mechanism, synchronization and reference signals design, adjacent channel
interference mitigation, radio resource management, power control and scheduling mechanisms.

Positioning solutions
From the survey on projects funded in 5G-PPP Phase 1 and 2 calls, it seems that the 5GCAR projects is the only
one that developed positioning techniques instrumental for automotive use cases.
In more detail, 5GCAR developed different technology components, which are briefly summarized below [88]:
•
•
•
•
•
•

Trajectory prediction with channel bias compensation and tracking
Beam-based V2X positioning
Tracking of a vehicle’s position and orientation with a single base station in the downlink
Harnessing data communication for low-latency positioning
Enhanced assistance messaging scheme for GNSS and (downlink) observed time difference of arrival
(OTDOA) positioning
Multi-array V2V relative positioning

These different approaches are targeted to realize different functions, to be used in different use cases, and
applicable to different environmental conditions with specific requirements, briefly explained in subsection
below.

Trajectory prediction with channel bias compensation and tracking
This technique is suitable for all environments and can work in any frequency band. Its usage has been
considered specifically for the network assisted vulnerable road user protection use case. The requirement to
implement this technique is to have synchronized base stations and to develop an extended positioning protocol.
This approach is not tailored to specific frequency bandwidths. It is able to perform blind learning of channel
bias distribution and vehicle tracking by means of Unscented Kalman Filter (UKF) and Particle Filter (PF). In
more detail, the main idea is to compensate the impact of NLOS and unresolvable multipath propagation in
RAT-based localization through estimation of channel bias distribution parameters. In addition, it improves
initial localization accuracy through sensor fusion and trajectory estimation with adaptive PFs and soft mapmatching. It is able to predict future road user trajectories with physical- and manoeuvre-based models, as well
as prediction of collisions. It adopts a messaging scheme to release warning messages according to an optimized
collision probability threshold. The main benefits are an enhanced safety for Vulnerable Road Users (VRU)
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through reliable real-time localization and collision prediction, and the usage of the mobile radio network as
virtual eye for the vehicle driver, complementing existing on-board equipment.

Beam-based V2X positioning
This technique is suitable for dense urban environment, and to be developed it requires 2D antenna array at the
base station providing 3D angular measurements, as well as linear array at the vehicle UE side. In more detail,
the system model consists of base stations/transmit receive point (BSs/TRPs) equipped with 2D antenna array
at rooftop/roadside, 2D angle of departure (AoD) measurements obtained at V-UE, and the presence of line of
sight (LoS) links. It does not requires time synchronization, but it requires to work with frequencies above 6
GHz. The main idea is to apply network-assisted UE-centric approach and to exploit angular information
obtained using 3D beamforming, as well as to investigate NR-specific technology with respect to positioning
accuracy, by processing downlink (+sidelink) measurement and using PF algorithms. The main benefit is the
understanding the impact of the number of reference TRPs and the geometric setting of the selected reference
TRPs on the positioning accuracy.

Tracking of a vehicle’s position and orientation with a single base station in the
downlink
This technique is suitable for dense urban environment, and to be developed it requires mild multipath diversity,
large signal bandwidth, and a large array of antennas at the base station. It does not requires time
synchronization. In addition, it requires to work with frequencies above 6 GHz. The system model consists of
single vehicle - UE, mmWave Base Stations (BSs), and consider the presence of reflecting surfaces causing
multipath in the surrounding environment. The locations of these surfaces, the UE’s 2D position, 1D heading,
and 1D clock bias are unknown. It uses virtual anchors to model NLOS paths, stores a priori info on virtual
anchors and vehicle’s position and orientation, and uses data association plus particle filter. It exploit the OFDM
transmission scheme. In more detail, the main idea is that the UE receives downlink mmWave signals, which
are used to determine the channel parameters of each multipath component, characterized by a complex gain, a
1D delay, a 2D angle of arrival, and a 2D angle of departure. These channel parameter estimates are then used
to solve for the UE state (position, heading, clock bias), as well as to build up a map of the environment. The
main benefits are the determination of the UE position and heading with a single BS without a priori
synchronization from a downlink transmission, the generation of a map of the environment, useful for other
UEs to determine their position and heading, and the determination of UE position is possible even in absence
of LOS.

Harnessing data communication for low-latency positioning
This technique is suitable for dense urban environment, and to be developed it requires 2D antenna array at the
base station providing 3D angular measurements, linear array at the vehicle UE side, as well as joint processing
of data and pilot transmissions. It does not requires time synchronization. In addition, it requires to work with
frequencies above 6 GHz. The system model assumes assumed an up-link with mmW transmission where the
channel is LOS-dominant. Both at the transmitter and receiver side, beamforming is applied to provide sufficient
SNR for data transmission. At the receiver (gNB), the location-orientation of the transmitter is estimated based
on pilot and data symbols. The communication is based on OFDM. Pilot symbols are known, whereas data
reference symbols are provided by the communication chain. An uncertainty to the data symbols is computed
based on the SNR. Differently from beam-based V2X positioning, it is a network-centric positioning, which
exploits uplink data transmission with high reliability to infer channel parameters, and thus location. It is albe
to reduce positioning and orientation estimation latency to sub-frame duration. In more detail, the main idea is
of the UL position-rotation estimation is to jointly use the data and pilot symbols for a quasi-continuous
estimation of the location and orientation of the device. To implement this idea, a graphical model connecting
pilot-based positioning and data-aided positioning is developed. The challenge is to exploit the synergy between
(i) data and pilot symbols for position estimation, and (ii) location information to channel parameter estimation
and prediction. The main benefits of the proposed approach are the determination of the UE position and heading
with a single BS, the availability of quasi-continuous estimation of the location and orientation, and an estimate
of channel information as Rx gain, Tx gain and delay to use in location-aware channel prediction model.
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Enhanced assistance messaging scheme for GNSS and OTDOA positioning
This technique is suitable for all environments, and to be implemented it requires to develop an extended
positioning protocol and an encryption scheme for BS position broadcasting in OTDOA case. In addition, it
requires to work with frequencies below 6 GHz. It consists of per-cell broadcasting of GNSS/OTDOA assistance
messages and position information of neighboring BSs. The system model includes a location server, which
gathers from the UE the information about the positioning technologies it supports, and the measurements and/or
the position estimates. In turn, the server provides assistance information to the UE, which can be e.g. OTDOA
assistance. Thus, the main idea is to introduce a new mechanism in legacy positioning protocol (LPP) to transmit
assistance messages in order to improve GNSS and OTDOA positioning. The main idea is to broadcast messages
per cell. The first option considers the definition of new system information block (SIB) messages updated and
reacquired by the UE whenever there is change on the vehicular network topology, whereas the second one
consists of introducing unsolicited messages at the NAS level. The main benefits are the reduction of positioning
delay and power consumption at UE device by reducing number of transmitted messages, the increasein system
resource efficiency from per cell sharing of assistance information, and the possibility of new usages and use
cases by allowing UE-based positioning with reduced positioning delay.

Multi-array V2V relative positioning
This technique is suitable for a dense urban environment and can work in any frequency band. To be
implemented, this technique requires multiple antenna arrays on vehicles, OFDMA of Tx arrays, but it does not
need Tx-Rx clock synchronization. It is a UE-centric positioning approach. It exploits the dominant angle
information from multiple arrays to achieve high positioning accuracy and to alleviate the need for
synchronization. In more detail, the system model includes vehicles equipped with conformal antenna arrays at
the edges of their bumpers, OFDMA access to shared channel, transmission through fixed beamforming vectors
(i.e. no AOD estimation), and LoS links. The main idea is the derivation of the performance bounds of V2V
relative positioning, the comparison with 5G NR V2X requirements, and the evaluation of the relative
significance of channel measurements (AOA, TDOA). The main benefits are the determination of the achievable
V2V relative positioning accuracy and the range of distances for which 5G NR V2X requirements can be met,
and the understanding the significance of angular measurements compared to that of delay measurements with
potential applications to reference signal design.

Security solutions
NGMN requirements
The security requirements of mobile networks have evolved with each network iteration, from 3G network to
4G networks and most recently to 5G networks. 3G mobile networks were the first mobile network that
supported security mechanisms such as firewalls and Virtual Private Networks (VPN). 2G networks used a
unique ID on the SIM card while in 3G and 4G LTE, used a temporary session ID to limit the chances attackers
have to obtain them. On the other hand, 5G networks support virtualized architecture along with Softwaredefined networking (SDN), which can greatly improve security by introducing additional layers of security. The
following security requirements are based on the white paper of NGMN alliance [103].

Network Security
Network security of 5G systems require additional resources for robust security due their interoperability with
devices from different domains. The existing LTE / LTE-Advanced (4G) security can be improved to address
5G security with the following requirements: (1) Improve resilience and availability of the network against
signaling based threats, including overload caused maliciously or unexpectedly; (2) Specific security design for
use cases which require extremely low latency (including the latency of initiating communications); (3) Comply
with security requirements that are defined in 4G 3GPP standards. This will apply especially to a virtualized
implementation of the network (virtual appliance, hypervisor); (4) In the context of Public Safety and Mission
Critical Communications, it is expected that 5G technology will allow reduction of cost and improvement of
functionality of these networks. Besides supporting emergency communications, the 5G commercial system
should be able to provide basic security functions in emergency situations, when part of the network
infrastructure, including the security infrastructure, may be destroyed or inaccessible. The security services
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provided should be able to provide protection against malicious attacks that may intend to disrupt the network
operation and allow the secure implementation and deployment of essential infrastructure.; (5) Improve system
robustness against smart jamming attacks of the radio signals and channels; (6) Improve security of 5G small
cell nodes, taking into consideration their geographical distribution and their easy accessibility.

Subscribe Authentication
5G authentication will require a robust platform which operators can deploy single-sign-on services. A 5G
operator will act as an identity provider for external partners, providing seamless authentication to Application
services on behalf of the user. The subscriber’s identity together with secret data allowing the access to a given
network shall be stored in a secured physical entity (e.g. similar to the current UICC). The data necessary to
access an operator network remain the sole ownership of the operator running this network.

User Privacy
The 5G system must provide security mechanisms for privacy assurance of a variety of trusted information
regarding human as well as machine-users (e.g., identity, subscribed services, location/presence information,
mobility patterns, network usage behavior, commonly invoked applications, etc.).

Beyond Hop-by-Hop Security
5G architecture can create additional business value by facilitating bearer-independent (e.g., higher layer)
security, and extending to servers on the internet, or extending to device-to-device communications. Any
mechanism conceived to realize such bearer-independent security should also be compliant to lawful
interception obligations when these are required. Similarly, security mechanisms are needed to fight growing
inter-operator fraud and misuse of international signaling networks. 5G roaming signaling protocols must enable
the home network to verify that a user is really attached to a serving network that claims it is.

5G-PPP Phase 1 and 2 projects on security
Security has been considered an issue since the first phase of 5G-PPP. Among the project started in phase 1,
5G-Ensure was dedicated specifically to this aspect. But all projects have contributed, through the work of a
dedicated working group, the 5G-PPP Security Working Group, to the analysis of the security issues.
In more detail, the high-level requirement for security in 5G, defined in the 5G Monarch project [61], are:
• The 5G system shall be designed in a way that it secures the network, its users and their traffic effectively
against cyber-attacks, and may provide flexible security mechanisms that can be tailored to the needs of the
different use cases that are supported.
• The 5G system shall provide mechanisms to verify the integrity of radio messages. These mechanisms shall
allow the detection of unauthorised radio messages, detection of "false base stations" and verification of an
authorised network. The mechanisms defined should cater for high-speed communications envisioned in 5G
and for battery efficient low volume data as well.
• The security mechanisms defined in the 5G system shall be able to be configured to comply with local lawful
interception laws and regulations.
• The security mechanisms defined in the 5G system shall be able to be configured to confidentially protect
voice, data and signalling, as well as subscriber's privacy.
• The security mechanisms defined in the 5G system shall be able to be configured to provide authorisation
services for users, devices and networks both at a bearer level and at a services level.
• The security mechanisms defined in the 5G system shall be able to be configured to provide authorisation,
integrity protection and confidentiality between network elements and between networks.
• The security mechanisms defined in the 5G system shall be able to be configured to provide authorisation,
integrity protection and confidentiality for new 5G services.
• As the 5G system networks may be active up to and beyond 2030 and as the ability to attack security
mechanisms increases over time, the security mechanisms specified for the 5G system shall be extensible to
new algorithms and procedures that will be defined during the lifetime of the specifications, where
appropriate.
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• The CP shall be protected against denial of service attacks from UEs. Mechanisms should be specified which
limit the effect which signalling attacks may cause to the network. Signalling caused by UEs should not be
able to degrade the network performance for other end users and the network itself.
• UEs shall be protected against denial of service attacks from the network. Mechanisms should be specified
which limit the effect which signalling attacks may cause to UEs. Signalling caused by the network should
not be able to degrade the network performance for end users.
• UEs and the 5G network should be protected against denial of service attack from external networks, e.g.,
the internet, and from other UEs. The impact to network and end user signalling or data processing due to
external attacks should be minimised. Signalling and data processing caused by external network traffic
should not degrade the network performance for end users and the network itself, as well as the UE
performance, e.g., the power consumption.
• The 5G system shall support the detection of security threats. Classifying anomalies as security threats is
imperative for a healthy operation of the network. The requirement of detecting network faults includes their
ability to spot anomalies in cases of massive threat attacks. This implies that such criterion is not a fixed one,
but is flexible enough to take into account that the required level of security is maintained even for
unexpected situations where an unusual number of security threats is present.
• The 5G system shall provide measures to react to security attacks and to mitigate their impact. When the
network is under security attack, it is imperative that certain measures are taken to ensure that such attacks
affects its performance as little as possible.
The 5G-PPP Security Working Group released in June 2017 a white paper describing the 5G-PPP Security
Landscape inside the framework of 5G-PPP Phase 1 [81]. This white paper lays out design principles and is a
first step toward a common 5G security framework, but still requires further discussion on several
implementation-related topics and cross-domain orchestration. The paper raises awareness on major security
risks and identifies new requirements introduced by the 5G context.
The identified risks, with particular relevance for 5G architecture, and then new compared with previous
generations, are the following:
• Unauthorized access or usage of assets. The heterogeneous nature of the 5G infrastructure requires multilevel access along with seamless usage and continuity of services between them, which may result in
unauthorized and opportunistic access or usage of assets.
• Weak slices isolation and connectivity. In the context of 5G infrastructure slicing, a weak slice isolation and
connection may compromise the entire 5G security, e.g. sensitive data, managed inside a slice, could be
exposed to applications running in other slices services, through side channel attacks. This risk is even higher
since isolation is distributed over each of the security domains of the underlying 5G security architecture.
• Traffic embezzlement due to recursive/additive virtualization. The double level of virtualization delivered
by the combination of SDN/NFV in 5G infrastructures may allow traffic capture and rerouting. That is,
inconsistency between Orchestrator abstraction, SDN control abstraction and the physical and network
resources may allow third parties to capture /embezzle/alter control plane and user plane, without any
knowledge nor detection by the operator of the whole infrastructure.
• Insufficient technology level readiness. Although, 5G PPP Phase 3 projects will target the highest possible
technology readiness level (TRLs) for their potential outcomes, in the first steps of 5G deployments (2020),
new and non-mature technologies may be put into production. This may allow new attack vectors, e.g.
violation of network integrity, seamless based fraud (opportunistic), data leakage/privacy and side channel
between slices, resources sharing, etc. As Security by Design (THINK/BUILD) will not be fully accessible
by 2020, we may prioritize Security by Operation (RUN) for the first steps of 5G deployments to manage
and adapt the delivered security level to 5G customers and Vertical services providers.
• Difficulties to manage vertical SLA and regulation compliance. This risk refers to the difficulties to address,
manage and deliver, from an E2E perspective, the Verticals’ SLA and to comply with actual present
regulations and known evolutions of the regulatory framework.
• Slicing VS Neutrality. The slicing concept seems not to be fully compatible, as of today’s understanding,
with Neutrality concepts. Indeed, neither network neutrality nor network slicing is defined by EU legislation.
• Trust Management Complexity. Trusts concepts, as understood now, are insufficient to manage complex 5G
infrastructures. Trust may also include liability, i.e., new concept of liabilities between parties should
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emerge, and particularly regarding the delivery of Verticals services that may oblige delegation to third party
some regulation constraints.
• Provisions to facilitate change of service provider Domain Lock-in. 5G network slices are expected to span
multiple administrative domains. The tenant/owner of a given network slice will have its virtual service
infrastructure distributed across different domains, each one having its own security services and SLAs. The
lack of common security standards and guarantees across multiple domains could lead to provider lock-ins,
a slice owner being unable to easily and flexibly migrate all or parts of its virtual service infrastructure from
one provider to the other, without affecting or degrading the security requirements and the expected levels
of security SLAs.
These risks have been analysed in detail in the 5G Monarch project [63]. Below the summary.
1. Physical attack
a. Fraud: Fraud committed by employees or others that are in relation with entities, who have access to
entities' information and IT assets.
b. Sabotage: Intentional actions aimed to cause disruption or damage to IT assets.
c. Vandalism: Act of physically damaging IT assets.
d. Theft: Stealing information or IT assets, e.g. theft of mobile devices, fixed hardware, documents, and
backups.
e. Information leak /sharing: Sharing information with unauthorised entities. Loss of information
confidentiality due to intentional human actions
f. Unauthorised physical access / Unauthorised entry to premises: Unapproved access to facility.
g. Coercion, extortion or corruption: Actions following acts of coercion, extortion or corruption.
h. Damage from the warfare: Threats of direct impact of warfare activities.
i. Terrorist attack: Threats from terrorists.
2. Unintentional damage / loss of information or IT assets
a. Information leak /sharing due to human error: Information leak / sharing caused by humans, due to their
mistakes, e.g. sharing via verbal communication, mobile applications, web applications, and network
eavesdropping.
b. Erroneous use or administration of devices and systems: Information leak / sharing / damage caused by
misuse of IT assets (lack of awareness of application features) or wrong / improper IT assets configuration
or management. For example: maintenance errors / operators' errors, configuration/ installation error, and
user errors.
c. Using information from an unreliable source: Bad decisions based on unreliable sources of information
or unchecked information.
d. Unintentional change of data in an information system: Loss of information integrity due to human error
(information system user mistake).
e. Inadequate design and planning or improper adaptation: Threats caused by improper IT assets or business
processes design (inadequate specifications of IT products, inadequate usability, insecure interfaces,
policy/procedure flows, design errors).
f. Damage caused by a third party: Threats of damage to IT assets caused by breach of security regulations
by third party.
g. Damages resulting from penetration testing: Threats to information systems caused by conducting IT
penetration tests inappropriately.
h. Loss of information in the cloud: Threats of losing information or data stored in the cloud.
i. Loss of (integrity of) sensitive information: Threats of losing information or data, or changing information
classified as sensitive. j. Loss of devices, storage media and documents: Threats of unavailability (losing)
of IT assets and documents, e.g. devices/ mobile devices, storage media, and documentation of IT
Infrastructure.
j. Destruction of records: Threats of unavailability (destruction) of data and records (information) stored in
devices and storage media, e.g. through malware infection or abuse of storage.
3. Disaster
a. Natural/environmental disaster: Large scale natural disaster, e.g. natural earthquakes, floods, landslides,
tsunamis, heavy rains, heavy snowfalls, heavy winds.
b. Fire: Threat of fire.
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4.

5.

6.

7.

c. Pollution, dust, corrosion: Threat of disruption of work of IT systems (hardware) due to pollution, dust
or corrosion (arising from the air).
d. Thunder strike: Threat of damage to IT hardware caused by thunder strike.
e. Water: Threat of damage to IT hardware caused by water.
f. Explosion: Threat of damage to IT hardware caused by explosion.
g. Dangerous radiation leak: Threat of damage to IT hardware caused by radiation leak.
h. Unfavourable climatic conditions: Climatic conditions that have a negative effect on hardware, e.g. high
humidity or high or low temperature.
i. Threats from space / Electromagnetic storm: Threats of the negative impact of solar radiation to satellites
and radio wave communication systems - electromagnetic storm.
j. Wildlife: Threat of destruction of IT assets caused by animals, e.g. mice, rats, or birds.
Failure/Malfunction
a. Failure of devices or systems: Failure of IT hardware and/or software assets or its parts, e.g. data media,
hardware, applications and services, and parts of devices (connectors, plug-ins).
b. Failure or disruption of communication links: Threat of failure or malfunction of communications links,
e.g. due to problem in cable/wireless/mobile networks.
c. Failure or disruption of main supply: Threat of failure or malfunction of power supply.
d. Failure or disruption of service providers: Failure or disruption of third-party services required for proper
operation of information systems
e. Malfunction of equipment: Threat of malfunction of IT hardware and/or software assets or its parts, e.g.
improper working parameters, jamming, and rebooting.
Outage
a. Absence of personnel: Unavailability of key personnel and their competences.
b. Strike: Unavailability of staff due to a strike.
c. Loss of support services: Unavailability of support services required for proper operation of the
information system.
d. Internet outage: Unavailability of the Internet connection.
e. Network outage: Unavailability of communication links.
Eavesdropping/Interception/ Hijacking
a. War driving: Threat of locating and possibly exploiting connection to the wireless network.
b. Intercepting compromising emissions: Threat of disclosure of transmitted information using interception
and analysis of compromising emission.
c. Interception of information: Interception of information which is improperly secured in transmission or
by improper actions of staff, e.g. corporate/national espionage or unsecured Wi-Fi.
d. Interfering radiation: Failure of IT hardware or transmission connection due to electromagnetic induction
or electromagnetic radiation emitted by an outside source.
e. Replay of messages: A valid data transmission is maliciously or fraudulently repeated or delayed.
f. Network Reconnaissance, Network traffic manipulation and Information gathering: Threat of identifying
information about a network to find security weaknesses.
g. Man-in-the-middle/Session hijacking: Relay/alter communication between two parties.
Nefarious Activity/Abuse
a. Identity theft: Threat of identity theft action, e.g. using malware.
b. Receiving unsolicited E-mail: Threat of receiving unsolicited email which affects information security
and efficiency, e.g. spam, malware infected e-mails.
c. Denial of service: Threat of service unavailability due to massive requests for services, or protocol
attacks, e.g. requests for access to network services from malicious clients, use of
multiplication/amplification methods.
d. Malicious code/ software/ activity: Threat of malicious code or software execution, e.g. worms, Trojans,
rootkits, virus, web exploits etc.
e. Social Engineering: Threat of social engineering type attacks that target to manipulate the behaviour of
personnel, e.g. phishing attacks or spear phishing attacks.
f. Abuse of Information Leakage: Threat of leaking important information, e.g. through malware, infected
web applications, and network traffic.
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g. Generation and use of rogue certificates: Threat of use of rogue certificates, e.g. through exploitation of
the web session control mechanism or fake OS updates.
h. Manipulation of hardware and software: Threat of unauthorised manipulation of hardware and software,
e.g. use of anonymous proxies, cloud to launch attacks, 0-day vulnerabilities, and alternation of software.
i. Manipulation of information: Threat of intentional data manipulation to mislead information systems or
somebody or to cover other nefarious activities (loss of integrity of information, e.g. DNS poisoning,
falsification of record, autonomous System hijacking, address space hijacking etc.
j. Misuse of audit tools: Threat of nefarious actions performed using audit tools.
k. Misuse of information/ information systems: Threat of nefarious action due to misuse of information /
information systems.
l. Unauthorised activities: Threat of nefarious action due to unauthorised activities, e.g. devices, systems,
software, networks, data records.
m. Unauthorised installation of software: Installation of unwanted malware software
n. Compromising confidential information: Threat of data breach.
o. Hoax: Threat of loss of IT assets security due to cheating, e.g. false rumour and/or fake warning.
p. Remote activity: Threat of nefarious action by attacker remote activity, e.g. Remote Command Execution,
Remote Access Tool (RAT), botnets.
q. Targeted attacks: Sophisticated, targeted attack which combine many attack techniques, e.g. malware,
phishing, watering hole attacks.
r. Failed business process: Damage or loss of IT assets due to improperly executed business process.
s. Brute force: Unauthorised access via systematically checking all possible keys or passwords until the
correct one is found.
t. Abuse of authorisations: Using authorised access to perform illegitimate actions.
8. Legal threats
a. Violation of rules and regulations / Breach of legislation: Threat of financial or legal penalty or loss of
trust of customers and collaborators due to violation of law or regulations.
b. Failure to meet contractual requirements: Threat of financial penalty or loss of trust of customers and
collaborators due to failure to meet contractual requirements.
c. Unauthorised use of IPR protected resources: Threat of financial or legal penalty or loss of trust of
customers and collaborators due to improper/illegal use of IPR protected material.
d. Abuse of personal data: Threat of illegal use of personal data.
e. Judiciary decisions/court order: Threat of financial or legal penalty or loss of trust of customers and
collaborators due to judiciary decisions/court order.
From the risk analysis it is possible to define the security requirements, summarised in the table below.
Security Description
req.
SR1

Security Level 5G must provide a security and privacy level higher or at least equal to the security
and privacy level in 4G.

SR2

Security Automation 5G infrastructures’ heterogeneity and complexity require security to be dealt
at multiple levels and across domains, and thus automation to handle this successfully is vital.

SR3

Security Monitoring 5G systems must support security monitoring capable of detecting advanced
cyber security threats and support coordinated monitoring between different domains and systems
(e.g. mobile and satellite).

SR4

Security Management E2E security management and orchestration should be put in place
considering correlation and coherence / consistency between data exchanged/shared at Security
Architecture Interdomain interfaces.

SR5

Security Liability Schemes New responsibility schemes should be proposed, in coherence with
existing Regulation, regarding the distribution and allocation of responsibilities and obligations in
a multi-tenant softwarised telecom infrastructure, and in particular for potential delegation of
regulation obligation to non-regulated third parties.
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SR6

Inter-tenant/Slice Isolation Infrastructure sharing by multiple network operators will require strict
isolation at multiple levels to ensure the expected security level.

SR7

5G Liability. The chain of Trust and liability of multi-tenants should be managed and auditable
for each service, component supplier, operator and customer.

SR8

Enabling Value Added Services with E2E encryption to comply with privacy regulations and
protection of user data, traffic encryption is expected to be generalised across 5G networks.

SR9

5G regulation conformity 5G technologies should be developed in compliance with applicable
legislation/regulation.
Table 3: List of security requirements from the 5G-PPP Security Working Group.

In order to fulfil these requirements, the 5G-PPP Security Working Group has defined a reference 5G security
architecture, described in the 5G-PPP Security WG white paper [81] , which proposes some design principles,
such as:
•
•
•
•
•
•

being a logical rather than physical architecture;
following a distributed, hierarchical and recursive approach;
providing a multi-domain and vertical support; bringing security management into scope;
fostering flexibility and extensibility;
ensuring support for massive and critical Machine-type communication (MTC);
implementing regulatory compliance.

Project 5G-ENSURE
5G-ENSURE belongs to the first group of EU-funded projects which collaboratively developed 5G under the
umbrella of the 5G-PPP in the Horizon 2020 Programme. The overall goal of 5G-ENSURE is to deliver strategic
impact across technology and business enablement, standardisation and vision for a secure, resilient and viable
5G network. The project covers research & innovation - from technical solutions (5G security architecture and
testbed with 5G security enablers) to market validation and stakeholders’ engagement - spanning various
application domains.
In term of security solutions, 5G-ENSURE has produced a technology roadmap that is resumed in the table
below. The security themes have been grouped in five clusters: AAA (Authentication, Authorisation and
Accounting), Privacy, Trust, Security monitoring, Security management.
For each thematic the security enablers have been identified and the relative features defined and developed in
two different successive software releases. Based on these a final recommendation has been produced [59].
Category

AAA

Security
enabler name
Basic
Enabler

Internet
Things Enabler

Security features
R1 features

AAA Forward secrecy

R2 features

Recommended features

Performance
and
security
aspects
of
AAA aspects of AAA aspects of trusted
quantum
immune
trusted
micro micro segmentation
algorithms for Perfect
segmentation
Trusted interconnect and Forward Secrecy
authorization

of Group
IoT authentication by
extending
the
LTE-AKA
protocol (Group
based AKA)
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Category

Security
enabler name

Security features
R1 features

R2 features

Recommended features

Bring Your Own Identity
(BYOI)
Fine-grained
Authorization
Enabler

Basic
AAA integration with
authorization in satellite systems
satellite systems
Authorization
and
Basic distributed authentication for RCD
authorization
based on on-going IEFT
enforcement for standardization
RCDs
Basic
distributed
authorization enforcement
for RCDs based on
existing web standards

Federative
None
authentication
context
usage
Enabler
Privacy

Privacy
Enhanced
identity
Protection

Dynamic client and RCD
registration protocols
Security
parameter
lifecycle management
for
large
IoT
deployments

Storage of authentication Evolve communication
level
protocols to integrate
authentication
Usage of authentication
characterization
and
level
usage/exploitation

Encryption
of Home network centric
Long-term
IMSI protection
identifiers (IMSI
IMSI pseudonymization
KPABE-based
encryption)

Home network centric
IMSI protection
Authentication
identity requests
paging requests

of
and

Authentication of radio
signalling
Device
identifiers
Privacy

Enhanced privacy
for
network
attachment
protocols

Anonymous
and
optimized
address
selection for network
attachment protocols

Geo-fencing
candidate
attachment
selection

for
network
address

IPv6 support for the
enabler
with
IPv6
network
attachment
protocols
Device-based
Anonymization

None

Format
preserving Format
preserving
anonymization algorithm anonymization
algorithm on the SIM or
Privacy configuration
on
the
device’s
proprietary binary blob
Privacy agent

Privacy Policy None
Analysis

Privacy
specification

policy Multi-layer
privacy
policy specification

Privacy
preferences Collaborative
/
specification
Composite sub-services
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Category

Trust

Secure
monitoring

Security
enabler name

Security features
R1 features

R2 features

Recommended features
privacy
policy
Comparison of policies
specification
and preferences

Trust
Metric Trust
metric- Improved trust metric
Enabler
based
network based on extended data
domain security
policy
management

Anonymization
and
access control over
shared trust metrics
information
Increasing trust towards
metric provisioning

VNF
Certification
Enabler

VNF
trustworthiness
evaluation

VNF
trustworthiness Most appropriate VNF
certification
selection feature

Security
Indicator
Enabler

None

Security
indicator Transparent
subscriber display
feature
of
network

Reputation
None
based on Root
Cause Analysis
for SDN

Root cause analysis for None
SDN

System Security Deployment
State Repository model ontology

System Security
Repository service

State Dynamic adaptation and
risk handling

Security
Complex
event Risk-based adaptation of
Monitor for 5G processing
micro-segments
Micro Segments framework
for
Extended data gathering
security
monitoring
and Cross-domain information
exchange
inference
PulSAR:
5G
specific
Proactive
vulnerability
Security
schema
Analysis
and
Remediation

Intelligent monitoring
Extended
coverage
functions

Pseudo real-time Active security analysis
None
monitoring
Pre-emptive
mitigation
Threat detection
security actions

Generic
Collector
interface

Log and event None
processing
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monitoring
over
5G

5G specific vulnerability Cyber-attacks at runtime
schema implementation
requesting
dynamic
reconfiguration of VNFs
PulSAR interface with
Generic Collector

Satellite
Network
Monitoring

Malicious traffic None
Generator
for
5G protocols

security
serving

Generalization of GCI
on each 5G components

Hostile eNodeB and None
hostile user equipment
emulation
Page 28 / 94

Deliverable D2.1 - 5G CARMEN Use Cases and Requirements

Category

Security
enabler name

Security features
R1 features

R2 features

Recommended features

Hostile client emulation

Network
AntiNone
manageme fingerprinting
nt
and
virtualizati
on isolation Access control Southbound
mechanisms
reference monitor

Controller-Switch
interaction imitator

SDN-based information
leakage attack protection

Access requirements for Higher-level
network
VNF container resources
abstraction support
West/East-bound
controllers APIs
Trustworthy
monitor

SDN

reference

Component
interaction
audits

Basic OpenFlow Basic
NFV Expressive
policy
compliance
reconfiguration checker
specification language
checker

Microsegmentation

Dynamic
Extended northbound API Micro-segmentation as
arrangement
of
Docker
container
Support for multi-domain
Micro-Segments
services
micro-segments
Micro-segmentation for
5G
Mobile
Edge
Computing

Bootstrapping
trust

Integrity
Integrity attestation of Shielding
controllers
attestation
of VNFs running in Docker from malicious data
virtual switches
containers
planes
Intra-domain data plane
protection

Flow control: innetwork threat
detection
and
mitigation for
critical functions
in
virtual
networks

Detection
of Mitigation of
malicious
network threats
behaviors
in
virtual networks

detected Support for offloading of
detection tasks from the
controller
to
the
enhanced
virtual
switches

Table 4: Project 5G-ENSURE - Technology roadmap of security solutions

Project 5G-CAR
In the use cases of 5GCAR the security has been well considered. In particular they have considered four factors:
Privacy, Confidentiality, Integrity, and Authentication. In the requirements for each use case, they have
identified the required level of security for each factor. For example, for the use case “lane merge” the security
requirements are:
• Privacy: High
• Confidentiality: Low
• Integrity: High
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•

Authentication: High

5GCAR applications are based on V2X communication, the solution they have identified for security are the
followings [89].
Solution 1: end-to-end security with all verifications performed by the receiving User Equipment UE
It is useful to distinguish two types of V2X messages:
• General-purpose V2X messages, such as awareness CAM (E.U.) and BSM (U.S.) messages. These messages
need to be signed always because they can specify many optional elements for which specific permissions
are required, and need be verified.
• V2X application-specific messages.
Assuming the application exchanges are designed in such a way that a logical session is first setup, before going
on with exchanging further messages, the following approach can take place:
• UEs send a signed message to an Application Server (AS). This AS verifies that message (including the UE
permissions based on its signing certificate).
• The application server then allocates a new symmetric encryption key, referred to as a session key, and sends
it - in a signed and encrypted message - to every UE involved in the session.
Key-generation must follow state-of-the-art algorithms to avoid, e.g., pseudo-random generators’ lack of
randomness pitfalls.
• Then each UE encrypts its messages using the session key: if a receiver can decrypt such messages, it proves
that the sender knows the session key and therefore has been allowed in joining that application.
Note: the assumption here is that messages exchanged over the session are scoped to a specific application and
cannot be used to send additional data that would trigger/impact other applications.
Solution 2: Network-side-based security
The solution proposed in the previous section does not take advantage of 5G capabilities. Another approach,
when UEs are connected to the Network, is to rely on the Network itself to perform all consistency and relevance
checks against a V2X message. This will alleviate the receiving UE of such work.
Different scenarios are being investigated:
• For traffic going through the Network across the Uu interface, the Network itself can inspect all V2X
messages sent by a UE, and performs all consistency and relevance checks before forwarding the V2X
messages to the receiving UE(s). So that the receiving UE simply trusts the received message.
• For traffic exchanged over the side-link, the Network can offer a function (Mobile Edge Computing
approach) to allow the receiving UE requesting the verification of a received message. Some optimisation
may be achievable on the Network side for V2X broadcasted messages whose verification will be requested
by multiple receiving UEs.
The security enablers identified in 5G CAR are the following:
• User equipment
•
•
•

Signed an initial request to access a V2X Application Server (V2X AS) with its C-ITS certificate.
Verifies the signed (+encrypted) message received from V2X Application Server.
Encrypt all further exchanges using the session key provided by the V2X AS.

• V2X AS
•
•
•

Verify permissions of any UE requesting access to that application (through signed message).
Invokes KMF function to get per-session symmetric encryption key.
Provides the session key to all involved UEs using signed + encrypted message.

• Key Management: allocate new session symmetric key.
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Project 5G-MoNArch
The focus of 5G-MoNArch is about a flexible, adaptable, and programmable architecture for 5G. Inter-slice
control and cross-domain management, experiment-driven modelling and optimization, native cloud-enabled
protocol stack are innovative enablers for the sliced network. The concepts and enablers are brought into practice
through prototype implementations, deploying the devised architecture in two testbeds (the sea port in Hamburg
and the touristic city in Turin) instantiating slices that include the functional innovations of network resilience
and resource elasticity, respectively.
5G-MoNArch gives several contributions to define a more specific architecture and virtual functions that should
be present in 5G architecture. In the following Table 5 there is the description of each functionality introduced
or enhanced by 5G-MoNArch project [63].
Functionality
Description
Security Trust STZ is a set of VNF that provides the
Zone (STZ)
following features: Security Threat
Detection, Protection, Reaction to security
threats and Threat intelligence exchange NF.
STZ is based on a template that defines the
level of security that such zone shall have to
be compliant with slice requirements. The
template could be found in the Deliverable
3.1 ch 4.2.
Security
SMm receives data from STZs and it
Monitoring
provides information about STZs status and
management
interact with them (i.e. active/deactivate
(SMm)
when necessary).

Architecture
Network
Layer, interslices, ISC

Security attributes
Privacy, integrity,
monitoring,
learning, reaction

Controller
Monitoring
Layer,
intra learning
slices

and

STZ manager STZm coordinates the activity of Security Controller
Slices isolation
(STZm)
Trust Zones deployed across network slices Layer, interwithin the same application domain. This slices, XSC
element is in charge of avoiding propagation
of threats across slices.
x-slice Security Functions specialised for addressing jointly Management
&
Resilience the security and resilience considerations &
Orchestration
Management
across slices.
layer (MANO
layer), interslices
x-domain
Functions specialised for addressing jointly Management
Security
& the security and resilience considerations in &
Resilience
the same slice across different domains.
Orchestration
layer,
intraManagement
slices
Cybersecurity
Dashboard

Cybersecurity data analytics service to Service Layer
provide end-users with visualisation and
awareness of the security status at different
levels, tailored to the needs and interests of
the different end-user roles involved in the
security management. The aim is to provide
a high-level view of the overall security
status and interaction with security
configuration

Monitoring
learning

and

Table 5: List of functionalities introduced or enhanced by 5G-MoNArch project.
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Project NRG5
The main contribution of NRG5 in security field is to define a robust way to AAA, in particular the project
defines a virtual-AAA [60]. The main focus of the Authentication, Authorization and Accounting VNF (vAAA)
is the provisioning of services related to the administration of the UE at the level of authentication and
authorization. The core offering of NRG-5 AAA functionalities may be summarised in the exploitation of the
security and message validation properties provided by the well-established smart contracts functionalities
offered by the Ethereum blockchain (ETH BC).
The vAAA is responsible for:
• Device Authentication: In cooperation with the UE embedded hardware identity validation mechanisms
(wherever applicable), the vAAA will be responsible for authenticating devices against the blockchain.
• Message security: The vAAA will provide decryption services for the messages sent. It also validates the
signatures of messages received, to ensure that the message has not been tampered with by any external
entity.
• Device Authorization: The vAAA will expose an advanced, blockchain-aware, attribute-based access control
(ABAC) set of functionalities. This allows users to define refined rules as to the access rights third parties
may have to their own resources. Authorization will be achieved by means of a model that is able to control
access to objects by evaluating rules against the attributes of entities (subject and object), operations, and the
environment relevant to a request. In this way, access control will be more fine-grained, flexible, much more
expressive, avoiding the assignment of a trusted third party performing the authorization.
• Device Accounting: In-field devices like the 5G-NORM will be able to use vAAA to store various metering
data into the blockchain, the latter providing it on demand. This, in conjunction with the smart contracts
supported by the vBCP, will help towards rendering the billing processes of a wide number of meteringbased services transparent, essentially allowing for the emergence of lock-in free operation of utilities.
It should be underlined that, in order to support existing applications and protocols, vAAA will also feature a
standard OAuth2.0 interface, which will enable classic user-based AAA.

2.2 Taxonomy of automotive use cases
This section presents the 5GPPP Phase I and Phase II projects that have planned to implement use cases and
pilot relevant to the automotive domain. For each of the use case, the respective description, business models,
KPIs and evaluation methodology is provided.
For the evaluation of several use cases, contractual KPIs as shown below are used.
Performance KPIs
P1

Providing 1000 times higher wireless area capacity and more varied service capabilities compared to
2010.

P2

Saving up to 90% of energy per service provided.

P3

Reducing the average service creation time cycle from 90 hours to 90 minutes.

P4

Creating a secure, reliable and dependable Internet with a “zero perceived” downtime for services
provision.

P5

Facilitating very dense deployments of wireless communication links to connect over 7 trillion wireless
devices serving over 7 billion people.

P6

Enabling advanced user controlled privacy.
Table 6: 5G-PPP contractual KPIs.
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5G-NORMA
Description, requirements, and relevant technology specs
Cars, trucks and other vehicles use 5G communications to improve traffic safety, to assist drivers with real-time
information about road and traffic conditions, or to support the mobility of emergency vehicles (e.g.,
ambulances, fire trucks). In order to support these objectives, various transport entities ranging from vehicles to
roadside infrastructure to pedestrians, collect knowledge about their local environment (e.g., information
received from other vehicles or sensor equipment in proximity) to process and share that knowledge with each
other using 5G communication services.

Business models
Vehicle to everything communications (V2X) is a collective term for services that involve any communication
with a vehicle, either as source or destination and includes several special cases such as vehicle to vehicle
(V2V); vehicle to infrastructure (V2I) i.e., road infrastructure which may or may not be co-located with cellular
infrastructure; vehicle to network (V2N); and vehicle to pedestrian (V2P).
Three separate market segments with differences in the underlying network functionality requirements are
identified. The first, “connected vehicle infotainment”, is essentially in vehicle eMBB, e.g., for non-real-time
information on local amenities and road conditions, and entertainment or content for passengers such as video
and social media. The other two services fall under V2I and provide different degrees of driver assistance and
automation. Two market segments are: Assisted driving; Semi-automated driving. These two segments reflect
services towards the lower end of the autonomous driving scale that will be brought to market first because
consumer acceptance will be more forthcoming, regulatory barriers lower and technology more quickly
available. Car makers such as Audi and Jaguar are already building basic applications such as route planning
and parking into their in-vehicle services.
Semi-automated driving will be offered later than the more basic assisted driving service and we have modelled
a transition from one to the other as early users of the basic version upgrade as well as new users coming onstream. V2I services will be used as part of the vehicle’s range of systems for lateral (lane-changing) and
longitudinal assisted driving services. Both services will require high priority and high reliability hence they are
classed as uMTC, however the semi-automated requirements will be greater.

KPIs
5G-NORMA [4] Performance KPIs with numerical objective values for parameters are latency, throughput, or
orchestration times. Performance KPIs are mainly coming from Demos 1 and 2:
•
•

Demo 1 Native Multi-Service Architecture reports values about average session throughputs and E2E
latency (measured on the hardware part) as well as average downlink throughput and average delay
(measured on the software part).
Demo 2 Multi-Slice Service Aware Orchestration reports bounded latency and bandwidth values in the
RAN part as well as relevant figures about orchestration times in the cloud infrastructure (NS deployment
times and VNF migration times).

The 5G-NORMA project KPIs are Fast network reconfiguration within a network slice, Fast network
reconfiguration between network slices, Service Duality, Separation and prioritization of resources on a
common infrastructure, Multi-connectivity in access and non-access part of the 5G system, Massive scalability
of protocol network functions, Highly efficient transmission & processing, QoE/QoS awareness
Adaptability to transport network capabilities, Low latency support, and Security. Largely, the Performance
KPIs P4 and P5 are addressed, and to some extent P1.

Validation
Demos 1, 3, 4 related to use case Vehicle Communication. Essentially simulators are suitable for V2X (V2V
and V2I) applications. NORMA also presented its network simulator and exhibited the advantages of the novel
network architecture with multi-service and context-aware scheduling. The demo considered two relevant
services/user profiles:
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•
•

High Definition Video (HD-Video) streaming, i.e., a service with high data rate required per session, for
pedestrians,
Vehicle-to-everything (V2X), containing Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I) set
of services with very low delay budget and low traffic volume.

The cloud architecture for this demo (testbed) is based on an ETSI NFV MANO implementation extended by
5G-NORMA features.

5G-ENSURE
Description, requirements, and relevant technology specs
The Use Case Vehicle-to-Everything (V2X) links to next generation radio technology: Enhanced Mobile
Broadband (eMBB), Massive Machine-Type Communication (mMTC), and Ultra-reliable and low-latency
Machine-Type Communication (URLLC). 5G-ENSURE focuses on security. Assumptions from a security
perspective are: every actor holds 5G credentials, the 5G operator can authenticate vehicles and mutual
authentication between vehicle and vehicle manufacturer are possible.
V2V, V2P, and V2I have different security needs, and the 5G operator should grant authorization to the 5G
network accordingly.
Technology categories include Enablers AAA, Trust, Network Management & Virtualisation Isolation, and
Next Generation Radio Technology Use cases. Features of a security technology platform include enrolment in
national traffic management infrastructure, as soon as border is passed, symmetric keys for encryption and
asymmetric keys for signature, providing non-repudiation.

Business models
Business Models for 5G-ENSURE [6] enablers have been developed. The expected end customer will be B2B
and covering different verticals (e.g., oil/gas, automobile, construction). Network operators are also included as
owners of the spectrum, covering both the consumer and B2B space.

KPIs
Since security is the focus, the project features and KPIs reflect this: Identity Management, Identity Protection
and Authentication, IoT Device Authentication and Key Management, Software-Defined Networks,
Virtualization and Monitor, Ultra-Reliable and Standalone Operations, Trusted Core Network and Interconnect,
5G Enhanced Security Services. Consequently, P4 and to a smaller extent P6 are relevant performance KPIs. A
security threat evaluation has been the focus of evaluation.

Validation
A 5G Security testbed has been developed to host the security enablers. An integration-evaluation workflow
has been created in order to introduce agile methods to ensure repeatability and reproducibility of the enabler
integration and evaluation processes. The enabler’s security has been tested against the security threats identified
within the project.

5G-CROSSHAUL
Description, requirements, and relevant technology specs
The project use cases addressing vehicular communications are the case 2 - High Speed Train & Vehicular data
services and use case 3 - Intelligent Transport Services.
In 5G-Crosshaul [7], use case 2 - High Speed Train & Vehicular data services - aims to provide high throughput,
low latency mobile broadband services to users using public transportation (buses, trams, trains, high-speed
trains) and/or taxis and cars. With the increasing dominance of WLAN in meeting smartphone data needs for
indoor users, an important area for mobile broadband (i.e. using cellular networks) is the provision of services
to users travelling in cars, taxis or public transportation media. Especially in the latter, users are free to use the
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main internet applications, including video, the dominant traffic type today (and projected into the future). In
many cases, the vehicle represents a moving hot-spot, which cannot be handled by traditional cellular design.
Use case 3 - Intelligent Transport Services (including Safety Applications) - aims to provide advanced
Intelligent Transport Services (ITS) innovative services / applications necessitating the exchange of information
in real-time under strict delay constraints among the vehicles. On top of infotainment services that could be
offered (such as web browsing, video streaming, social cloud services, file downloads), a wide range of ITS
safety related services are envisaged. Additional applications could include the automated upload of HD
video/audio streaming to the nearest PSAP (Public Safety Answering Point) in case of an accident. The
provisioning of vehicle related information (timestamp, location, speed, bearing, altitude,
acceleration/deceleration etc.) may be communicated either directly (D2D) to other vehicles or via 5G
infrastructure.

KPI
With high throughput, low latency mobile broadband services as project aims, the performance KPIs P1 and P5
are those relevant.

COGNET
Description, requirements, and relevant technology specs
Use case Connected Cars [9]: the connected cars scenario requires: (i) End-to-end latency of less than 5 [ms]
for message sizes of about 1600 bytes. (ii) Data is sent either event-driven or periodically with a rate of about
10 Hz. (iii) Minimum throughput: 3Mbit/s. The system under consideration requires high reliability rather than
high throughput. The identified requirements are performance and reliability (connected cars shall use synthetic
datasets for training and evaluating the machine learning algorithms), intelligence (connected cars shall predict
the future vehicle mobility pattern with an appropriate prediction horizon.

KPIs
Validation KPIs proposed by the project include:
•
•
•
•
•

Minimal prediction horizon = 1 minute), intelligence (connected cars shall detect shaded regions where
there is not Line of Sight (LoS)) and the antenna signal is significantly attenuated by other vehicles that act
as obstacles.
Validation KPIs: Shaded regions detected (yes/no), responsiveness (connected cars shall decide fast the
reconfiguration of the network.
Validation KPIs: Reaction time < 1 minute), intelligence (connected cars shall adjust physical resource,
such as reflecting mirrors, to accommodate the network infrastructure with the cars' mobility.
Validation KPIs: The mean signal power received by the vehicles is equal or better than using a static
configuration), flexibility (the system should be flexible enough to enable its deployment in different
scenarios.
Validation KPIs: Effort to deploy the system (e.g., time taken, cost if applicable)).

The resource and configuration management largely target the performance KPIs P3 and P4.

FANTASTIC-5G
Description, requirements, and relevant technology specs
In the FANTASTIC 5G [11] V2X use case, not only cooperation between vehicles or between vehicles and
infrastructure is required, but also the cooperation between vehicles and vulnerable road users (VRUs), e.g.
pedestrians and cyclists (V2P), through their mobile devices, such as smartphone and tablets, will be an
important key element to improve traffic safety (whereby dangerous situation with VRUs can be avoided by
means of Vehicular-to-Device (V2D) communications). C-ITS systems rely on timely and reliable exchange of
information. Common to most applications are real-time requirements and strict requirements on reliability and
availability, especially when considering high mobility and large message sizes. In D2D communications the
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support of ultra-reliable and low latency communications, while leveraging the varying degrees of network
assistance, is introduced in localized scenarios with focus on public security, emergency and vehicular
communications; D2D group call communications, where any member of a multicast group may be at the same
time the transmitter and the receiver of information, lead to a “many-to-many” mode, besides the well-known
“one-to-many” broadcast communication. This use case relates to core services: MCC + V2X.

KPIs
Project-internal KPIs include: User experienced data rate (DL: 50 kbps - 10 Mbps, UL: ~ 50 bps - 10 Mbps),
Traffic density (DL: 30 Gbps/km2 , UL: 30 Gbps/km2), Latency (1 ms-10ms), Coverage (99.999% of the area
where the service is provided), Mobility (Highway: 250 (abs.) - (500) (rel.) km/h; Rural: 120 (abs.) - 240 (rel.)
km/h; Urban: 60 (abs.) - 120 (rel.) km/h VRUs: 3 - 30 km/h), Connection density (Urban: 3000 devices/km2;
Suburban: 2000 devices/km2; Rural: 1000 devices/km2), Reliability/ availability (Reliability: 99.999% ,
Availability: 99.999%), Energy efficiency (25%). The Automatic traffic control/driving use case covers the 5G
PPP Performance KPIs P4, P5, P6.

Flex5Gware
Description, requirements, and relevant technology specs
In the Connected vehicles use case of Flex5Gware [12], there are two types of traffic that have to be supported
in 5G networks. On one hand, there is the “mobile broadband” traffic, triggered by humans and currently most
prevalent in mobile devices. It poses a set of requirements in the challenging scenario of mobile vehicles (due
to speed, vehicle plating, etc.). On the other hand, the “machine initiated” traffic is focusing on to support
driving or enable automatic driving, and therefore introduces a different set of requirements due to its nature.
Indeed, machine-to-machine communication cannot be characterized with a fixed set or requirements, as these
vary according to their nature (e.g., IoT devices vs. V2X communication). Due to these two types of traffic
which are very different in nature, the Connected vehicles use case is divided into two use cases: Mobile
broadband in vehicles and V2X communication for enhanced driving.

KPIs
Project-internal KPIs are Flexibility/versatility/re-configurability, Mobile data volume (Aggregated data rate,
Coverage/ubiquitous access), Number of users/connected devices, User data rate, Resilience and continuity, and
Latency. These related to Performance KPIs P1, P2, P4, P5 and to a lesser extent P3.

METIS II
Description, requirements, and relevant technology specs
The connected car use case of METIS II [13] has the following KPIs and requirements largely addressing traffic
efficiency and safety. The main challenges lie in the required reliability, availability, and latency of automotive
safety services. A maximum wireless network end-to-end delay (including wireless device detection, connection
setup and radio transmission but excluding the time needed from the vehicle to process and generate the
information message) of 5 ms, with transmission reliability of 99.999% should be guaranteed to deliver the
drive safety service. V2X communication needs to be established across different network operators with the
same requirements in terms of latency and service guarantee as within a single network operator. ≈100%
availability required such that the services are present at every point on the road.
Additional KPIs and constraints are the following:
• Relative positioning accuracy below 0.5 m is needed.
• Data traffic: Periodic broadcast traffic consisting of at least 1600 payload byte (for transmission of
information related to 10 detected objects resulting from local environment perception and the information
related to the actual vehicle) with repetition rate of at least 5-10 Hz. Event-driven broadcast traffic consisting
of at least 1600 payload byte with repetition rate of at least 5-10 Hz (for transmission of information related
to 10 detected objects resulting from local environment perception and the information related to the actual
vehicle).
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• Four different mobility environments need to be distinguished: Urban, rural, and highway as well as

vulnerable road user velocities.
• User and device densities depend on the environment and scenario. In urban environments the user density

can be up to 1000 users per km2. In rural and highway environments the user density can be up to 100 users
per km2. In rural and highway environments user density can be up to 150 relevant users per km2. In urban
environments the user density can be up to 5000 relevant users per km2
• The required communication range is different for the various environments: Up to 1 km in highway
scenarios. Up to 500 m in rural scenarios. Up to 50 m in urban scenarios.

A related use case is Real-time remote computing for mobile terminals. The main KPIs for this use case
corresponding to Extreme Mobile Broadband (xMBB) aspects are high availability of 99% and low E2E
latencies of less than 10 ms.
The requirements and key performance indicators for this use case:
• High data rate connectivity is expected for vehicles (specifically, on-board devices) and also for user devices
inside of vehicles. Real-time interactive services (such as augmented reality and virtual office applications),
location based services, and any service that requires to shift certain complex processing tasks (usually
performed locally) to a remote server correspond to high data rate demands with real-time requirements. As
a result every active device in the vehicle requires a data rate of 100 Mbps in downlink and 20 Mbps in
uplink. Assuming at most 5 simultaneously active devices per vehicle (including the on-board devices) and
a vehicle density of 100 vehicles per km2 in motorways, this leads to a total traffic volume of 60 Gbps/km2.
• Multi-operator solutions are required in order to serve users with different network operator contracts and
thus make this KPIs available.
• The considered applications have real-time requirements. E2E latencies lower than 10 [ms] with high
reliability (i.e. 95% of the packets successfully transmitted within this time) needs to be achieved.
• The energy efficiency for the devices used in the vehicles and for Electronic Control Units (ECUs) using
remote processing services should be high. Power consumption should be minimized in order extend the
battery time and allow for high productivity of the users inside the vehicles.
• Device densities depend mainly on the means of transportation system. The number of active devices
(passenger devices plus vehicle on- board devices) scales with the size of the vehicle (at most 5
simultaneously per car, up to 50 per bus, up to 300 per train).

KPIs
The METIS II project KPIs are experienced user throughput for traffic efficiency and safety and real-time
remote computing, traffic volume density, end-to-end latency (including connection setup and detection
delay) for receivers within the target range, availability for traffic efficiency and safety and for real-time remote
computing, reliability for traffic efficiency and safety and for real-time remote computing (number of delivered
messages, positioning accuracy, V2X Range), energy consumption, and cost. These address the Performance
KPIs P1 and P4 mainly, and to a lesser extent P2 and P5.

mmMAGIC
Description, requirements, and relevant technology specs
The mmMAGIC [14] project developed concepts for mobile radio access technology targeted to the
deployment in the 6-100 GHz range, including novel waveform, frame structure and numerology, novel
adaptive and cooperative beam-forming and tracking techniques to address the specific challenges of millimetre
wave mobile propagation. The use case relevant to automotive is the Moving Hot Spots one. In this use case
the focus is on high speed trains and moving vehicles (cars, buses) with the perspective of accessing to mobile
broadband networks for in-vehicle entertainment and Internet services. The advanced navigation, autonomous
driving and safety features are out of the scope because they are characterized by completely different sets of
requirements. The speed of the vehicles could be from low speed in cities (cars and buses) to greater than
500km/h (in high speed train). The vehicles speed ranges from low to very high causes that providing mobile
services with high QoE will become a challenge. As for propagation environment to be considered, there are
two cases: vehicles with an installed antenna or relay node and vehicles without antenna or relay node.
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KPIs
The mmMAGIC project KPIs are User data rate, Connection density, Traffic Density, Mobility, Availability,
Reliability, Latency. These address the Performance KPIs P1 and P5 and to a lesser extent P2, P3, P4.

SESAME
Description, requirements, and relevant technology specs
In SESAME [16], an SCNO (Small Cell Network Operator) is supporting two distinct VSCNOs (Virtual Small
Cell Network Operator) within its infrastructure (i.e., VSCNO1 and VSCNO2). In case of flash events,
utilization of resources needs to be maximized in order to offer the best possible service to an elevated number
of users.
The Cloud Enabled Small Cell CESC is decentralized and offers edge-services with low latency for end-users.
Users of both VSCNO1 and VSCNO2 access the same content (e.g., video stream). A distributed storage cache
is implemented at the level of the CESC (cluster) and can be accessed by both VSCNOs to look for content.
The end users can benefit from an edge computing architecture to offload resource-intense tasks, reducing
mobile terminal power consumption (increase of battery lifetime) and increasing QoE also in case of high
demanding compute applications. The SESAME project presents the analysis of use cases related to a general
mobility scenario and not specific to the automotive use cases. Nevertheless, this scenario is relevant to the
Video Streaming use case of 5G CARMEN project presented in section 3, thus it has been included.The
requirements extracted from the use case of SESAME are described as follows:
•
•
•
•
•
•
•

The CESC must provide a cloud-based storage system acting as cache and deployable as an NFV within the
domain of VSCNOs
The distributed cache must be available at the edge of the network.
The distributed cache must be accessible by different VSCNOs with proper security/privacy requirements.
UEs packets must undergo a process of DPI to determine matches in cached content.
The CESCM must provide APIs to support inter-VSCNOs lookup requests into the distributed cache.
The LightDC must support virtualized HW accelerators in order to guarantee the required computing
performance to VNFs offloading the terminals' CPU.
The transcoding VNF executed on the CESC must run on the micro-server including the specific accelerator
(VIM will manage the right allocation of VNFs inside the CESC cluster - workload mapping).

Business models
The players under consideration are described as follows:
•
•
•

Small Cell Network Operator: the owner of the infrastructure that the VSCNOs use to serve their end-users;
this legal entity has available a storage system with a distributed caching.
Virtual Small Cell Network Operator: the users of the infrastructure owned by the SCNO; they benefit from
the storage system that the SCNO has installed and that enables distributed caching functionality.
End Users: they use the networking service offered by the VSCNO and experience low latency when
accessing content that had been cached.

SMEs can leverage the technological expertise and exploit them within the 5G market space either through the
consortium or as individual entities. SESAME aimed to improve the capabilities of service providers to add new
revenue streams for innovative services that have added value and better QoE delivered closer to the end-user.
Placing relevant applications closer to the edge and slicing the infrastructure to offer multi-tenancy capabilities,
will offer end-users more economically-viable applications.

KPIs
This use case can be evaluated with following key criteria:
• Low-latency content provisioning from the cache with edge-services.
• Improved QoS for EUs accessing content that was recently accessed by other EUs, possibly of other
VSCNOs.
• Improved bandwidth allocation to guarantee low latency.
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•

Improved battery lifetime on mobile devices due to less power consumed (watt per transcoding channel).

More specific SESAME project KPIs are Multitenancy, Component interoperability, Resource monitoring,
“Self-x” radio configuration, Dynamic configuration of virtual resources, Hardware and network acceleration,
Service function chaining, VNFs at the networks edge, and Security and privacy. These related to the
Performance KPIs P1, P2, P3 mainly and to P4, P5, P6 to a lesser extent.

Validation
The evaluation required the deployment of a CESC infrastructure with a distributed storage system that can
enable the implementation of the cache functionality for the use case. Caching can be deployed as a VNF
supported by the APIs of the storage infrastructure. A proof-of-concept demo implements a Multi-Operator
Core Network MOCN to demonstrate the following features: network isolation, per-VSCNO network slicing
functionality and SLA monitoring. Methods used include testing (functionality, performance) and an emulated
platform.

GLOBAL5G
GLOBAL5G (https://www.global5g.org) is a 5GPPP Phase 2 Coordination and Support Action project. The
GLOBAL5G consortium has undertaken the role of helping strengthen the link between vertical industries,
standardisation and research as diverse requirements emerge from different vertical industry use cases. In this
course, GLOBAL-5G has produced a report [91] providing an overview of automotive experiments planned to
be carried out in the context of 5GPPP projects 5GCAR, 5G-TRANSFORMER, MATILDA and ONE5G. A
summary of these projects is also provided throughout this section.

5GCAR
Description, requirements, and relevant technology specs
5GCAR has defined five Use Case Classes (UCCs) taking into consideration the different sets of operations
required by cooperative and automated vehicles. Each UCC enables different functionality through accordinglyshaped use cases fostered in various contexts (i.e., road conditions, road environment, level of automation, etc.).
The 5GCAR use case classes [58] are (a) cooperative manoeuver, (b) cooperative perception, (c) cooperative
safety, (d) autonomous navigation and (e) remote driving. The aforementioned UCCs, along with the use cases
fostered therein, are briefly described in the following.
Cooperative manoeuver is based on the principle of sharing local awareness and driving intentions as well as
negotiating the planned trajectories. The information is shared among vehicles in the vicinity or infrastructure
via wireless communications. Based on the shared information, the driving trajectories of the considered group
of vehicles can be coordinated and even optimized in a centralized or decentralized manner. In the context of
this use case class, the lane merge is considered. The vehicle about to perform a lane merge and the one in the
main lane can share their local awareness and driving intentions. Based on information and data fusion
techniques, trajectories can be computed and then proposed to the vehicles involved. Thereafter, the driving
trajectories and speeds of both vehicles can be adjusted, so that the subject vehicle merges into the intended lane
in a safe, efficient, and smooth way. The connected vehicle needs to be capable of wireless communication and
also bear a Global Navigation Satellite System (GNSS). The use case requires also an Application Server with
communication, computation, and storage capabilities. The main requirements for this use case are a localization
accuracy up to 4 meters, the manoeuvre completion time limited to 4 seconds, as well as very high availability
(V2I/V2N 99% and for V2V 99.9%) and reliability (99.9%)
Cooperative perception is based on data exchange from different sources, such as radars, laser sensors and
stereo-vision sensors from on-board cameras. The information is shared among vehicles in the vicinity and/or
infrastructure via wireless communications. The principle is to merge local sensor information with remote
information (locally and on a remote server) localization to implement a see-through use case, where a
cooperative perception system exploits the exchange of data objects detection or video between vehicles via
wireless communication to increase safety either by facilitating automated driving or by assisting the driver
during maneuvers. The data representing the scene in front of the vehicle ahead of a line is captured by a camera
vision system and transferred to the rear vehicle to allow it to see through the forward vehicle and bypass the
5G CARMEN (H2020-ICT-18-2018)

Page 39 / 94

Deliverable D2.1 - 5G CARMEN Use Cases and Requirements

occluded area. The see-through use case can be realized in all national roads, highways, urban roads and road
crossings (e.g., intersections). The main requirements defined for this use case is a data rate ranging from 15 to
29 Mbps, in addition to high availability and reliability (99%). This use case is considered to be applicable in
mobility scenarios with up to 30 km/h of vehicles speed.
Cooperative safety through network-assisted vulnerable pedestrian protection can be achieved by exchanging
information about vulnerable road users (VRU) presence detection. Various methods can be employed to detect
VRUs’ presence, for example local sensor/camera/radar and/or positioning system and/or communication
system, with the latter being possible to be supported by cellular systems, if the VRU has a smartphone or
cellular communication devices. The available VRU information can be exchanged between all relevant users
and/or infrastructure entities. Such information can be processed/analyzed by an application server or the
vehicles. An alert message can be generated and delivered to the vehicle driver or to a fully Autonomous Driving
(AD) vehicle. Becoming aware of the VRU, the vehicle can take appropriate actions such us reducing speed.
The main requirements of the VRU use case are a localisation error of no more than 50 cm, medium vehicle
mobility speed (up to 100 km/h), and high availability and reliability (higher than 99%)..
The autonomous navigation use case class aims at building a real-time intelligent High Definition (HD) Map,
which will aggregate information collected in the context of the rest of the use cases classes as well as map
updates with very precise context information (road structures, reference objects for localisation, etc.).
Optimized navigation decisions will be made possible as a result of processing the detailed lane level
information that can be obtained about the drivable area in front of the vehicle. The relevant use case is the high
definition local map acquisition, which pursues the composition and presentation of an optimal route map
exploiting information from various sources. The main requirements identified for this use case are a
localization accuracy not lower than 50 cm, a high mobility speed up to 250 km/h, a latency lower than 30 ms,
and, as usual, high values for reliability and availability (no less than 99%).
The remote driving use case class is targeted to demonstrate how a car can be controlled by means of functions
that are external to the vehicle using wireless communication. In this direction, and for safety reasons, additional
information regarding the perception layer (i.e., vehicle sensors and maps) as well as any information available
for the infrastructure is required. In the context of this use case class, 5GCAR considers a remote driving for
automated parking involving a remote cloud server that is able to provide the appropriate trajectory and
manoeuvre instructions towards efficient and safe parking actions. Real-time video streaming and sensor-based
data support the afore-described process. The main requirements identified for this use case are a localization
accuracy no lower than 50 cm and high availability and reliability (no less than 99.9%), as well as a latency
bounded to 30 ms. Also the data rate is required to sustain data flow in the range 6.4 to 29 Mbps. The main
constraint is the vehicles speed, which ranges between 30 and 50 km/h.

Business models
5GCAR provides a description of the way 5G can contribute to the improvement of existing services (services
already available on the connected car market) and the definition of autonomous driving features (i.e., services
intended to enable the use of autonomous driving vehicles) as well as of convenience services (services able to
enhance user experience, not directly related to transportation) with a focus on the automotive sector [87].
Examples of these services are as follows:
• Existing services: emergency call service automatically reporting an accident; remote diagnostics aiding the
remote handling of car failures; car sharing services enhanced on the basis of massive car connectivity; over
the air (OTA) software updates enabling the remote upgrade or modification of the vehicle’s software;
predictive maintenance allowing for the early identification of potential failures; real-time road traffic
management and vehicles guidance supporting autonomous driving.
• Autonomous driving features: environment perception through wireless connectivity and sensor sharing
allowing for the synthesis of an extended information for beyond-local-environment perception; a dynamic
map service providing a real-time up-to-date map of the vehicle surroundings.
• Convenience services: video streaming services satisfying potential high expectations of infotainment;
parking reservation/payment services identifying the appropriate parking space and also take care of the
corresponding payment actions.
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KPIs
The following KPIs have been defined for the 5GCAR use cases:

•
•
•
•
•

Lane merge: Localization, Latency
See-through: Data rate
Network assisted vulnerable pedestrian protection: Reliability, Localization
High definition local map acquisition: Localization, Density, Security
Remote driving for automated parking: Availability, Reliability, Latency

In summary, the project tackles contractual KPIs P4 and, to a lesser extent, P1.

Validation
Three of the afore-described use cases are planned to be evaluated by means of demonstrations in dedicated
testing areas, i.e., off public roads respecting all privacy laws. The selected use cases involve lane merge
coordination, cooperative perception for manoeuvres of connected vehicles and vulnerable road user protection.
For each of these use cases, the scenario, key concepts and demonstration guidelines are specified in [90].

5G-TRANSFOMER
Description, requirements, and relevant technology specs
The 5G-TRANSFORMER consortium has planned to present a wide selection of automotive use cases, each
one belonging to one of the following categories [92]: (a) Safety, (b) Mobility, (c) E-road, (d) Entertainment,
(e) Digitalised vehicles and (f) Automated driving. The foreseen use cases are briefly described below.
The safety use cases comprise those use cases aiming at reducing the risk of accidents involving vehicles or
VRUs through the exchange and processing of safety messages, warnings and traffic information [92]. The use
cases proposed in 5G-TRANSFORMER are: cooperative V2V safety application, V2I safety application, driver
monitoring application, see through, VRU discovery.
The mobility use cases aim at navigation vehicles to deliver information to their passenger about traffic intensity.
At the same time, the mobility use case family provides parking availability insights. The ultimate goal is to
reduce drivers’ stress and improve the quality of daily driving experiences. The use cases proposed in 5GTRANSFORMER are: cooperative navigation and distributed mobility management, dynamic reserved lane
management (emergency vehicle, public transportation), collaborative parking, smart cities, and see-ahead.
The e-road use cases show how road status information and real-time driving conditions can help reduce the
risk of accidents and ease the driving experience in harsh situations. The use cases proposed in 5GTRANSFORMER are: road issues identification and notification, black spot identification and notification,
dynamic high definition map update, bird’s eye view.
In the class of entertainment use cases, a vast range of applications, including video streaming, mobile gaming
and potentially AR applications, is presented with the intention of showing how 5G can contribute in this
respect, also including vehicles’ passengers. The use cases proposed in 5G-TRANSFORMER are: personalised
and contextual information, video streaming, online gaming, augmented reality.
In the class of digitalized vehicles use cases, digitalised vehicles can automatically download software updates
when needed, while data collected through on-board sensors can be exploited for remote vehicle monitoring
and for enabling predictive maintenance. The use cases proposed in 5G-TRANSFORMER are: OTA software
upgrade, remote driving, remote processing for vehicles, floating car data for predictive maintenance.
The automated driving use cases class aims at showing how a vehicle can be controlled by an electronic system
instead of a human driver, such as in the cases of car overtaking, intersection crossing and vehicle platooning.
The use cases proposed in 5G-TRANSFORMER are: automated overtaking, cooperative collision avoidance,
high density platooning.
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Business models
The 5G-TRANSFORMER approach will allow manufacturers, solution integrators, network and service
providers, and Small Medium Enterprises (SMEs) to enter the market, by reducing the entry barrier through
virtualization and standardized interfaces based on open APIs or protocols. SMEs will be able to provide
technological solutions which will be compatible with the overall system, e.g., new hardware components in
the infrastructure or software components in the Management and Organization (MANO) layers. Manufacturers
and solution integrators could use the quick deployment enabled by the virtualization and the standardized
interfaces to increase the level of innovative solutions popping up in the market. Mobile Network Operators
(MNOs) and infrastructure providers will open the door to vertical industries to create tailored slices for their
specific functionalities and requirements. With this, they will gain new sources of revenue from providing
dedicated tailored virtual networks to vertical industries and from offering Over-The-Top applications in the
network, while reducing capital and operational expenditures (i.e., CAPEX and OPEX) leveraging on the multitenancy paradigm enabling more efficient resource management and sharing.
A first attempt is performed to identify the 5G-TRANSFORMER business ecosystem on the basis of the
corresponding ecosystem and stakeholders of 3GPP and NGMN. Based on these, 5G-TRANSFORMER tries
to identify the existing gaps and build on top of them towards the formation of a 5G-TRANSFORMER
ecosystem. One of the identified gaps refers to the fact that both models fail to address multi-domain aspects
sufficiently. Following a thorough analysis in this direction, the 5G-TRANSFORMER stakeholders have been
shaped as follows [92]:
•
•
•
•
•
•
•

5G-TRANSFORMER service customer
Service provider
Network operator - Service Orchestrator (NOP-RO)
Network Operator - Transport Platform (NOP-TP)
Data Centre Service Provider (DCSP)
Virtualisation Infrastructure Service Provider - Transport Infrastructure (VISP-T)
Virtualisation Infrastructure Service Provider - Computing Infrastructure (VISP-C)

KPIs
On the basis of the 5G-TRANSFORMER use cases, the project defines the KPIs in Table 7 [93].
From the analysis of the table, it results that the KPIs defined for those use cases tackles contractual KPIs P4,
P3, and, to a lesser extent, P1.

E2E latency
Reliability
User data rate

Safety

Mobility

e-Road

Entertainment

Digitalised
vehicles

Automated
driving

Medium

Medium

Low

High

Medium

Low

High

High

High

Medium

Medium

High

Medium

Medium

High

High

Medium

High

Density

Depends on the scenario

Mobility

High

Type of traffic
Availability
(related
coverage)

High

High

High

High

High

High

High

High

High

Medium

Medium

High

to
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Positioning
accuracy

High

High

High

Low

Low

High

Confidentiality

High

High

High

High

High

High

Integrity

High

High

High

Low

High

High

High

Low

High

Medium

Medium

High

High

Medium

Medium

Low

Low

High

Medium

High

Low

High

High

Low

Energy reduction

N/A

N/A

N/A

N/A

N/A

N/A

Service creation

Low

Low

Low

Low

Low

Low

Availability
(related
resilience)

to

Communication
range
Infrastructure

Table 7: KPIs definition for 5G-TRANSFORMER’s automotive use cases

Validation
Validation will be accomplished through real life Proof-of-Concepts (PoCs) that will be built by verticals on
top of the integrated testbed of the 5G-TRANSFORMER project [95]. The automotive PoCs aim to implement
an Intersection Collision Avoidance (ICA) service that, thanks to communication among vehicles and an
external entity, is able to calculate in real time the probability of collision and the speed profile; and it
subsequently reacts providing a proper warning to the driver or acting on emergency brakes. The application
should be deployed ensuring the coverage of a given percentage (i.e., 90%) of more dangerous intersections in
a given geographical area. In order to validate the arbitrator, the final PoC will include a video streaming service
with a lower priority running in parallel on board. The demonstrator shall verify that the ICA application is
effectively served even in the event of a lack of resources at the expense of the eventual lower priority service
requested in parallel [94].

5G-MONARCH
Description, requirements, and relevant technology specs
5G-MONARCH has been implementing a number of 5G-oriented use cases on the Hamburg port, which follows
a smart port philosophy combining modern IT-supported transport and communication systems. One of the
foreseen use cases targets at improving port traffic management with a reliable and resilient network [96]. In
this course, traffic lights are connected to the port’s central road traffic control management through the 5G
mobile network with a dedicated network slice. For the testbed, an existing traffic light control unit is equipped
with the necessary 5G modem which supports network slicing. 5G technology is expected to make a difference
in this use case, since the 5G slice for the control unit needs to have a very high reliability as a failing connection
to the central road traffic control management would stop the proper operation of the traffic light.
The innovations involved in this use-case can be summarised as resilience, security, network slicing, and interslice control. The selected applications for this use-case are traffic light control (URLLC), video surveillance
(eMBB), and sensor measurements (mMTC).

KPIs
While there are many technical and economical KPIs to be considered in this use-case, the most important ones
are coverage area probability, E2E reliability, incremental cost (i.e., the extra cost to offer higher level of
reliability and resilience) per GB, and incremental revenue per GB [62]. The contractual KPIs addressed by the
use cases relevant to the automotive domain are P4 and P5.
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Validation
The chosen KPIs will be continuously verified during the project work. The type of analysis will vary according
to the KPI and it will potentially be of three types:
1. Analytical evaluation: The verification process is performed through an analytical evaluation based on
theoretical assumptions and values of the considered system.
2. Simulation: The verification process is performed through a SW simulation of the considered system that is
modelled according to the goals of the verification.
3. Testbed measurements: The verification process is performed through experimental measurements during
trials in the testbeds. The collected data is processed statistically according to the goals of the verification.
Data can be objective (collected from systems) or subjective (collected from users).
The actual physical deployment of the Smart Sea Port testbed is located in Hamburg. The radio access hardware
is installed at the Hamburg TV tower (Heinrich Hertz Tower) at an elevation of 182m above ground, using two
sectorised antennas, operating at 700 MHz and using a Nokia AirScale base station. The radio equipment is
connected to the DT data centre in Hamburg where 2 Nokia Airframe servers are deployed as well as with the
DT data centre in Nuremberg where additional VMs are deployed. Furthermore, HPA provides access to a
traffic light switch box as well as two mobile barges, which are cruising within the port area. The devices
installed at the traffic light switch box and on the barges will be connected wireless to the corresponding
application running locally at the operations centre of HPA. Due to the particular requirements of the use cases,
and the 5G-MoNArch features to be implemented, customised devices are planned to be used [96].
From initial measurements performed in the smart sea port testbed to ensure that the envisaged areas of the
Hamburg port are sufficiently covered by the testbed’s mobile radio network, it has been verified that a reliable
service can be provided at the relevant areas of the sea port.
In the next step, the UEs and applications planned for the Smart Sea Port testbed will be implemented, installed
in the testbed and then tested. This will require additional measurement campaigns to evaluate the functioning
and performance.

5G-XCAST
Description, requirements, and relevant technology specs
5G-XCAST will take into account wide use ranges of 5G including services to vehicles. The automotive use
case for 5G-XCAST refers to a V2X broadcast service and includes various V2X applications like road safety,
signage, mapping and autonomous driving. These kinds of applications would require information delivered
from the Intelligent Transport System (ITS) infrastructure (such as ITS roadside units and sensors) to the
vehicle. The delivery of information that would benefit multiple recipients concurrently could utilize a pointto-multipoint service.
• Various types of alerting: one important aspect is that alerts need to be delivered well in advance to the
vehicles to allow for proper manoeuvring or even allow alternative routes to be selected.
• Signage information: signage could be provided from the RSU to the vehicle. This could be both static
signage like dangerous curve ahead as well as dynamic information such as the current speed limit in
operation. The information could be highlighted to the driver but also be used in autonomous driving.
• Mapping data: autonomous vehicles will require high definition mapping. These maps will typically
comprise a large data volume and could be delivered more efficiently to multiple vehicles simultaneously
using point-to-multipoint.
• Vehicle and other object positions: To enable autonomous driving, vehicles would need to be aware of each
other’s positioning and headings. Besides using on-board sensors and direct vehicle to vehicle
communication to achieve this, the Autonomous Driving application could benefit from having a larger
horizon as well as inclusion of other objects like pedestrians and bikes [97].
The requirements for the 5G-XCAST automotive use case are shown in Table 8.
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No.
1
2
3

Requirement

Role
Network Operator
• Low end-to-end latency: a typical time for packet transit
User
through the radio network below 5 milliseconds
Content Service Provider
Network Operator
• Ultra-high reliability: a typical packet loss rate of less
User
-5
than 10
Content Service Provider
A very large density of connected vehicles across different Network Operator
environments:
User
2
Content Service Provider
• Urban: 1000-3000 vehicles/km
• Sub-urban: 500-1000 vehicles/km2
• Highway: 100-500 vehicles/km2
Table 8: 5G-XCAST automotive use case requirements

Business Models
So far, the following stakeholders have been identified:
•
•
•

For road users increased safety can be provided through improved awareness. Increased information
can further enable Autonomous Driving which also claims increased safety as well as convenience.
There is also potential to reduce energy consumption and reduce emissions as well as traveling time.
For road operators or authorities, improved safety means less disruption of traffic and fewer emergency
vehicle callouts. The variety of sensors and distribution of positioning information can provide the
additional benefit of ability to monitor road conditions in real-time.
For network operators, automotive use cases provide a new market segment and opportunities.

KPIs
The following KPIs have been defined for the 5G-XCAST use cases [98]:
• Connection Density: 3000 vehicles / km².
• U-plane E2E Latency: 5 ms.
• Reliability: 10-5 packet loss rate.
Thus, the project addresses contractual KPIs P5 and, partly, P1.

Validation
Concerning the validation methods, three different classes will be applied for the evaluation of the KPIs [98]:
• KPI Assessment by analysis
• KPI Assessment by simulation
• KPI Assessment by inspection
At this stage of implementation, the validation process is mostly theoretical. Apart from this classification into
three assessment methods, some KPIs could be later evaluated by means of measurements.

ONE5G
Description, requirements, and relevant technology specs
The ONE5G project has been taking action towards an assisted, cooperative and tele-operated driving use case,
aiming to improve driving and pedestrian safety, driver relief, efficiency and connectivity. As is evident from
the title of the use case, two concepts are addressed [99]:
• Assisted/cooperative driving use case enables vehicles to interact with each other, as well as with the network
infrastructure and any available roadside unit (RSU), i.e., any roadside element with connection capabilities
towards other vehicles and/or the cellular network, in order to avoid potential collisions and improve driving
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safety. This use case implies that a vehicle is moving towards a destination while other vehicles are also
present at the same road.
• Tele-operated driving involves a human driver physically located outside of the vehicle. When routes are
predictable, such as in public transportation, driving based on cloud computing can be considered. Access
to cloud-based back-end service platform can also be taken into account. High reliability and short latencies
are the main requirements in this case
In the context of the use cases, an RSU can communicate with vehicles via a D2D link or cellular DL/UL.
In ONE5G, the automotive sector is being addressed by means of two different approaches: one based on
megacities and one based on underserved areas. As the name indicates, the “Megacities” scenario is a highly
populated metropolitan area with public transportation systems such as underground subways, elevated
subways, ground level busses and or trams. On the other hand, the “Underserved areas scenario” has a very
different transportation infrastructure such as cars on roads and highways, trains, ground level buses etc.
Three services are foreseen for the use case implementation:
• Assisted driving aided by roadside infrastructure. This service assumes the presence of RSUs as an enabler
for improved coverage and very low-latencies. The network infrastructure is generally present, but car-tocar communication should be possible even in the absence of network coverage.
• Cooperative driving between nearby vehicles. In this service, RSUs are not present and communication is
purely car-to-car based, with the aid of the network infrastructure (wherever available). Car-to-car
communication should be possible even in the absence of network coverage.
• Tele-operated driving. This service requires the cellular communication providing URLLC for the control
data transmission in the downlink as well as reliable and low-latency video (plus other sensor data)
transmission in the uplink.

KPIs
All the three service categories (eMBB, URLLC, mMTC) are present in this use case. Τwo categories of KPIs
have been identified: main network and UE deployment KPIs and service KPIs (Table 9 and Table 10). All
KPIs are measured based on all three different services of this use case.
From the analysis of those tables, it results that the contractual KPIs addressed in these use cases by the project
ONE-5G are P1, P4, and P5.
Network
and
UE
deployment
KPIs

Assisted
driving aided
by
roadside
infrastructure

Cooperative
driving
between
nearby
vehicles

Tele-operated
driving

Comments

Maximum # 1000 vehicles
UEs

Number of UEs attached to base
station

Maximum / Max: 200 active UEs. Avg: 50 active UEs
Average #
Active UEs

An RSU shall be able to
communicate with up to 200 UEs
supporting a V2X application 3GPP
specifications 22.886. A lower value
is taken for the average #connections

UE speed

Up to 250 km/h

As per 3GPP 22.886 specifications.

Connection
density

1000 vehicles/km2 (Megacities), 85 vehicles/km2 Obtained with ISD = 500/1732 m and
(Underserved areas)
200 active UEs, assuming omnidirectional coverage.
Table 9: ONE-5G UE deployment KPIs
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Service KPIs

Assisted driving Cooperative
Teleaided by roadside driving between operated
infrastructure
nearby vehicles
driving

Comments

U-plane
0.5 ms
maximum
UL/DL radio
latency (ms)

0.1 ms

2 ms

Taken as 1/10th of the end-toend maximum latency. Radio
protocol layer in which it is
measured should be specified.

U-plane
5 ms
maximum E2E
latency (ms)

1 ms

20 ms

Taken from 3GPP 22.886
specs.

C-plane
10 ms
máximum
UL/DL radio
latency (ms)

2 ms

U-plane
0.001%
maximum
DL/UL radio
packet loss (%)

0.001%

0.001%
lower

U-plane
reliability

99.999%

99.999 % or Probability that IP packets are
higher, up to correctly received within the
250 km/h.
latency time. Taken from 3GPP
22.886 specifications.

99.999%

Max. time for C-plane state
transition to “connected state”.
Taken from 3GPP 38.913
specs.
or Taken as (100 - reliability) %

Table 10: ONE-5G service KPIs

Validation
The project’s methodology for system-level evaluation [85] consists of three phases, in specific phase 1:
modelling/ input, phase 2: implementation/ integration, phase 3: evaluation results. Phase 1 consists of the
collection of environment-related parameters (traffic model, mobility, propagation, load), network layout
(macro/small cells, devices) and relevant analytics. The modelling and input from Phase 1 are used for the
implementation and integration (Phase 2) into the system level simulator. Specifically, the implementation of
environment and network parameters will take place during this phase in order to support the defined use case.
The integrated technical components are planned to be evaluated through a set of meaningful simulation test
cases. Also, certain functional components will be evaluated not as standalone but in combination, in order to
assess their combined performance in a realistic environment (Phase 3).
A system level simulator is developed to be compatible with the 3GPP Release 14 and 15 as a baseline and then
to be capable of demonstrating the combined gains of selected technical components (Multi-antenna access and
link enhancements). System level evaluation through simulations needs to take into account different aspects
related to configuration, environment models, network (simulated system) models, analytics and event handling.
All of these are accessible in a user-friendly graphical user interface (GUI).
The initial results for the centralized multi-cell scheduler show significant increases in downlink for both the
average throughputs per user and per km2 area with the proposed scheme, when compared to round-robin
scheduled default scheme. Also, the use of PF scheduler elements ensures that notable percentages of low CQI
users are captured even with high user densities. The initial results for the CC manger demonstrate that for a
dual connectivity system the downlink average user throughputs remain similar with the proposed scheme, but
the average latencies are significantly reduced.
To support the strict requirements in latency, reliability and availability in the Assisted, Co-operative and
Teleoperated driving use case, the deployment of dedicated Multi-access Edge Computing (MEC) nodes at the
network edge are considered.

5G CARMEN (H2020-ICT-18-2018)

Page 47 / 94

Deliverable D2.1 - 5G CARMEN Use Cases and Requirements

MATILDA
Description, requirements, and relevant technology specs
The MATILDA project [40], considering the increasing intelligence of automobiles in today’s world, defines a
use case entitled remote control and monitoring of automobile electrical systems in order to address the need to
remotely send and receive all data and signals to and from an automobile’s ECUs (Electronic Control Units).
These systems are distributed electronics (or embedded systems) that control and monitor many different
functions within the automobile. There is no central hub or routing system, just a continuous flow of information
that is always available to the ECUs. These distributed systems (i.e., ECUs) are normally developed and
manufactured by different companies within the Original Equipment Manufacturer (OEM) and its supply chain,
all based at different locations throughout Europe and the world. The project proposes the integration of the
FastWAN [100] technology into test automobiles (for example during the endurance test drive phase) to
remotely connect to these different ECUs in real time over 5G communication, in order to control and monitor
the behaviour of these ECUs. The MATILDA architecture provides real-time secure communication of the
several involved ECUs over a multi-site 5G infrastructure and support the orchestration of the overall networkaware application, while enabling decision making based on monitoring and analytics. This use case will be
validated over Bristol Is Open provided infrastructure.

Business models
Within the context of MATILDA, and particularly of the automotive use case, the main goal with respect to
business outcomes is to enhance FastWAN. This should further improve the reduction in system development
life cycles times and costs in an environment where system complexity, competition and certification
requirements are dramatically increasing.

KPIs
The KPIs for evaluating this automotive MATILDA use case are presented below [68]. The addressed
contractual KPIs are P4 and P1.
KPI
Flexible Bandwidth
Allocation

Low Delay/Latency

High Availability
Interoperability
with Various
Access Networks
(WLAN, LTE,
Ethernet)

Description
Flexible bandwidth allocation is needed
between geographically distributed systems
/ sub-systems under test to ensure the
integrity and required performance of
distributed functional and integration
testing.
Low Delay is required between
geographically distributed systems /
subsystems under test to ensure the
integrity
and required performance of functional and
integration testing.
The test systems interconnection
infrastructure/services shall be always
available.
The infrastructure/services for deploying
FastWAN Test Systems shall be supported
seamlessly over various Access Networks.

Acceptance Criteria/Threshold
Flexible network that
supports data rates of up
to 10 Mbit/s (Mbps) per Node
(FastWAN Unit).
Inside Germany - Approximately 50
ms latency in node
Inside Europe - Approximately 100
ms latency in node
Worldwide - Approximately 200 ms
latency in node
99.99% of operational time
WLAN
LTE
Ethernet

Table 11: KPIs for the assessment of the MATILDA project use case on remote control and monitoring
of automobile electrical systems
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Validation
With respect to the use case under consideration, end-to-end bandwidth allocation and end-to-end latency are
planned to be evaluated [67] by means of a number of tests, spanning from end user experience performance
to specific solution/component testing level, in order to cover a wide range of aspects that should determine the
adoption of the solution.
The evaluation of the use case will be performed by means of a test scenario using the University of Bristol 5G
testbed [69]. The specified test scenario involves tests performed on a mobile SUT, such as an automobile. The
involved FastWAN components will be controlled and monitored from a remote location (Command and
Control Center). In addition, the raw data acquired from the test unit will be transferred to the remote location.
In this test scenario, raw signal data are acquired from the automobile control systems and converted to
packetized format in the FastWAN system. This step involves abstracting the data facilitation compression as
well as reduced bandwidth usage. The FastWAN communications module establishes connection with the
network, communicates the intent and configuration information for the test and transfers the data packets onto
the network. In case of connection failure, the communication module caches the data locally and transfers the
cached data on connection re-establishment.

5G-CORAL
Description, requirements, and relevant technology specs
There are mainly two areas of interest for 5G-CORAL [43] that are important when enriching cars with
connectivity: (1) safety; and (2) infotainment during a traffic-jam. In this direction, the 5G-CORAL project
pursues the implementation of two use cases related to connected cars.
The safety use case is based on the concept that the safety of the drivers and passengers will dramatically
improve when adding connectivity to the vehicles, since drivers will be supported with real-time information
about the surroundings, such as the road and traffic conditions. This kind of connectivity will also improve the
mobility of the emergency vehicles, such as ambulances and fire trucks, which will be able to reach their
destination faster and in a safer way, since the nearby vehicles could be notified in advance about the incoming
emergency vehicle and its direction.
In addition to the above-mentioned safety improvements, 5G-CORAL, through the infotainment during a
traffic-jam use case, targets at demonstrating how 5G can substantially upgrade infotainment services delivered
to vehicle passengers when they are confined in the same area due to a traffic jam, this way generating a lot of
traffic caused by video streaming, web browsing, file downloading and other similar services.

Business models
In 5G-CORAL, by leveraging the deployment of Fog CDs located nearby and even inside the vehicles (e.g.,
Road Side Unit (RSU), On-Board Unit (OBU)), information can be exchanged in a quicker and distributed way,
resulting in valuable safety and network response time improvements. During a traffic-jam, techniques like local
caching in Content Delivery Networks (CDNs), leveraging the computational and storage capacity of 5GCORAL Fog CDs (located within vehicles) and the available multiple radio access technologies, could be useful
to cope with increasing both capacity demand and volume of signaling messages.

KPIs
Latency and (tentative) reliability are considered to be measured through the experiments, as reported in 5GCORAL’s D4.1 [101] at the time it was published. Table 12 presents an initial list of the considered performance
metrics along with their description. 5G-PPP KPIs addressed by the aforementioned use cases are P4, P5, and
partially P1.
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Performance metrics
Latency

Reliability

Description

Way of measurement

Comparison
between
having
the
application running into a distant cloud
instead of having the application running
on-board the vehicles with a local
deployment of the MQTT broker
Comparison of warning missed detection
between centralised case and 5G-CORAL
one

Timestamp measurements in the
experimental laboratory test- bed

Warning missed detection (when
the message is delivered too late)

Table 12: 5G-CORAL connected cars use cases performance metrics and way of measurement.
Initial measurements performed in the TI laboratory testbed allow for the evaluation of the LTE network latency.
The deployed local EPC has shown poor performance, with RTT latency values around 30-40 ms, also
considering that the TI LTE commercial network can reach E2E latency values lower than 20 ms.

Validation
The evaluation of the connected car use cases will be performed through the deployment of a Proof of Concept
(PoC) at 5G-CORAL’s connected car testbed. The intended goal of the connected car testbed is to validate the
developed technologies of 5G-CORAL by allowing low latency communications and computation offloading
near the user, supporting time-critical services to the users. To validate the 5G-CORAL concepts and
technologies, the testbed consists of an edge and fog computing system (EFS), the support for integration with
an Orchestration and Control System (OCS), including also its interworking with other non-EFS components
such as legacy 4G LTE eNBs [101].
For the evaluation of the connected car use cases, the testbed components used involve OBUs, eNBs, EPC, an
end terminal and a car emulator.
Laboratory experiments have been performed to acquire measurements with respect to latency and reliability,
as described above. A real-world field trial could also be foreseen at the end of the PoC laboratory
experimentation activities. If feasible, only specific vehicle models will be selected since the developed OBD
II interface is car-specific. Moreover, some security aspects should be considered carefully, such as driver
safety, municipal regulations, as well as issues related to the demonstration of the testbed (i.e., how to
communicate the results of the demo to external people, third parties).
In addition, a simulator for the vehicle data generation has been developed. The simulator generates test vectors
that will be used for the experimentation activities in TI LTE test-bed.

2.3 Other related projects and their relevance to 5G CARMEN
5G CARMEN operates within a dynamic environment of projects. The scenarios relate to ongoing H2020
projects and other infrastructure-related projects e. g. context and infrastructure categorisation [102] or
ICT4Carts or CEDR/ERTRAC/ASEA work in progress. The Table 13 below reports a non-exhaustive list of
initiatives related to the activities of 5G CARMEN. These projects are then explained and commented with
some more details.
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Project acronym

Period

Main Focus

Relevance to automotive
in general or to 5G
CARMEN

HIGHTS [45]
(RIA)

2015-2018

Precise positioning of vehicles

Activities
about
positioning (relevant to 5G
CARMEN T3.5)

SAFERtec [46]
(RIA)

2017-2019

Security and trustworthiness for V2X. Activities about security
FCA-CRF and SWARCO are key (relevant to 5G CARMEN
partners.
T4.1)

C-MobILE [47]
(IA)

2017-2020

Interoperable
deployments
of Cross-border
Connected Intelligent Transport experimentation (relevant
System (C-ITS) across Europe
to 5G CARMEN WP5)

SecureIoT [49]
(RIA)

2018-2020

IoT services and cybersecurity

PANOPTESEC
[50] (CP)

2013-2016

Cyber defence
system

AdaptIVe [51] (CP)

2014-2017

Automated
driving.
FCA-CRF AD prototyping (relevant
demonstrated a prototype featuring to 5G CARMEN WP5)
L3 driving and safe stop (L4
functionality).

MAVEN [52]
(RIA)

2016-2019

Automated vehicles in an urban Only urban environments
environment
are addressed (relevant to
5G CARMEN T2.2 and
WP5)

UK Autodrive [53]
(Innovate UK
Agency)

2015-2018

Connected and autonomous driving

InterACT [54]
(RIA)

2017-2020

Autonomous vehicle impact in mixed Only urban environment
traffic
addressed (relevant to 5G
CARMEN WP2 and WP5)

CITYMOBIL2 [55]
(CP-IP)

2012-2016

Identification the transport tasks Mainly focused on urban
better suitable to transport system environmnets (relevant to
based on road vehicle automation.
5G CARMEN WP2 and
WP5)

CONCORDA [56]
(Connecting Europe
Facility)

Connecting
Europe Facility

Connected Corridor for Driving
Automation, featuring urban, extraurban and highway use cases of
connected and automated vehicles
(Cars and Truck).
FCA-CRF is
implementing body in the Amsterdam
pilot Site.

2017-2020

5G CARMEN (H2020-ICT-18-2018)

decision

Use cases relevant to
connected cars (relevant to
5G CARMEN T2.2 and
WP5)

support Security in any ICT system
(relevant to 5G CARMEN
T4.1)

Not focusing on crossborder activities (relevant
to 5G CARMEN WP2 and
WP5)

Activities for the adoption
of the CCAM “European
corridor” concept (relevant
to 5G CARMEN WP6)
and also for the C-V2X
testing and comparison
with 11p C-ITS (relevant
to 5G CARMEN T3.1 and
T3.3).
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ICT4CART [57]
(IA)

2018-2021

INFRAMIX [102]
(RIA)

H202020172020

TRANSAID

H202020172020

(RIA)

ICT Infrastructure for Connected and Activities especially on the
Automated driving. CRF, SWARCO, MEC server (relevant to
A22 and BMW are partners.
5G CARMEN T3.2) and
cross-border connectivity
(relevant to 5G CARMEN
T3.1).
Main objective is to prepare the
road infrastructure for the stepwise introduction of automated
vehicles.

Relevant to 5G CARMEN
activities on WP2

TRANSAID
(H2020)
studies Unknown
status
of
candidate "Transition Areas" for CAD suggested
message
(obviously not harmonised
with other large-scale
deployment
aactivities)
sets, (potentialy) relevant
to 5G CARMEN activities
on WP2

C-ITS for
automated driving

study
assignment
behalf
Austrian
Highway
operator
ASFINAG

MANTRA

CEDR
CAD "Making full use of Automation for Relevant
to
automation call National Transport and Road Uunderstanding
the
2018-2020
Authorities - NRA Core Business".
interplay between road
operators and CAD (roles
in traffic management,
road maintainance, event
horizon - relevant to 5G
CARMEN WP6)

Connecting Austria
(Austrian
innovation funding
scheme)

Austrian
innovation
funding scheme

Nnational flagship on automated aAir quality, green driving
truck
platooning
in
Austria. and event horizon use
SWARCO,
Virtual
Vehicle, cases
have
some
ASFINAG and HiTec are key significant communalities
partners.
(relevant to 5G CARMEN
WP2 and WP5).

C-ROADS
[104][104]
[63](Connecting
Europe Facility)

Connecting
Europe Facility

Italian deployment corridor: Jjoint
initiative of the European Member
States and road operators for testing
and implementing V2X in light of
cross-border harmonization and
interoperability. CRF, A22, TIM are
partners.

AUTOPILOT [106]
(IA)

H2020

2017-2020

2017-2019

5G CARMEN (H2020-ICT-18-2018)

"C-ITS for automated driving" has
on been a study assignment to prepare
of automated driving for the Austrian
Highway
operator
ASFINAG.
Swarco, Siemens Kapsch and
TrafficCom developed use cases and
message sets.

Message sets and message
flow relevant to 5G
CARMEN activities on
WP2

Specification of C-ITS day
one services; existing
implementation on Italian
Test Site (C-ITS-S, AMQP
broker): relevant in terms
of message sets (5G
CARMEN WP2)

Automated driving progressed by Internet
Of
Things
Internet Of Things.
platform
on
the
infrastructure ( ETSI
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OneM2M); AD use cases
evaluation (relevant to 5G
CARMEN WP2)
ARCADE (CSA)

CSA
2018-2021

L3 Pilot (IA) [105]

H2020
2017-2021

Aligning Research & Innovation for
Connected and Automated Driving in
Europe. FCA-CRF, BMW are
partners.

Exploitation
plan;
Standards (relevant to 5G
CARMEN WP6 and
WP7).

Large-scale piloting of SAE Level 3 Use
case
Evaluation
functions; additional assessment of (relevant to 5G CARMEN
some Level 4 functions. (1,000 WP2)
drivers and 100 cars across ten
European countries). FCA-CRF,
BMW are partners.

Table 13: Main assets of non 5G-PPP projects highly relevant to the automotive sector or 5G CARMEN.
The goal of HIGHTS project (May 2015 - April 2018) was to obtain a very precise positioning of vehicles (e.g.,
better than 0.25m) with a constant quality of service, whatever the conditions may be (eg. urban canyons,
tunnels…). In this aim, cooperative hybrid data fusion algorithms were designed, benefitting from V2X data
communications (typically relying on IEEE 802.11p and more specifically, its European variant ITS-G5), while
combining GNSS/GPS data, ranging technologies (e.g., IR-UWB, Zigbee, 5G mmWave ...) and even optionally,
other on-board sensor measurements (e.g., LIDAR, camera lane detection, inertial navigation units, wheel speed
counter… whenever available). Specific representations were also proposed to manage and share multi-layer
local dynamic maps (LDM) between the vehicles and/or with the infrastructure. These LDMs account for the
relative positions of passive and/or cooperative entities around each vehicle, as well as that of geo-referenced
active RSUs, etc… so as to support the new cooperative localization functionalities, as well as to extend the
nominal perception range of each vehicle. Related contributions were intended for possible integration in the
“facilities” layer of the “ITS station” communication architecture (ISO/ETSI), thus being available for various
applications in difficult use cases, such as autonomous driving and platooning. As a contribution to the definition
of a European-Wide Positioning Service Platform (EWPSP), HIGHTS architecture was also defined to
contextually to select the best combination of positioning algorithms depending on both the context (i.e.,
environment, available sensor data) and the needs expressed by the applications and services running on top
(typically, an a priori class of accuracy). Finally, a scaled proof of concept system demonstrator involving up to
4 cooperating vehicles was integrated in the context of the project. Experimental validations conducted on a
portion of highway showed that significant performance gains could be achieved through V2X cooperation, in
comparison with standard standalone GNSS capabilities.
SAFERtec proposes a flexible and efficient assurance framework for security and trustworthiness of 'Connected
Vehicles' and V2I communications seeking to improve the cyber-physical security ecosystem of Connected
Vehicles in Europe. The cornerstone of SAFERtec is to make assurance of security, safety and privacy aspects
for Connected Vehicles, measurable, visible and controllable by stakeholders and thus enhancing confidence
and trust in Connected Vehicles.
The C-MobILE project enables large-scale, real-life C-ITS (Connected Intelligent Transport System)
interoperable deployments across Europe. The project defines operational procedures leading to decentralised
and dynamic coupling of systems, services and stakeholders across national and organisational borders in an
open, but secure C-ITS ecosystem, based on different access technologies, the usage of which is transparent for
service providers and seamless and continuous for the end-users across different transport modes, environments
and countries.
The CAR 2 CAR Communication Consortium (C2C-CC) is a non-profit, industry driven organisation initiated
by European vehicle manufacturers and supported by equipment suppliers, research organisations and other
partners. The C2C-CC is dedicated to the objective of further increasing road traffic safety and efficiency by
means of cooperative Intelligent C-ITS with V2V supported by V2I and it supports the creation of European
standards for communicating vehicles spanning all brands.
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SecureIoT is a joint effort of IoT services and IoT cybersecurity providers to secure the next generation of
dynamic, decentralised IoT systems, which will span multiple IoT platforms and networks of smart objects,
through implementing a range of predictive IoT security services. SecureIoT provides concrete implementations
of security data collection, security monitoring and predictive security mechanisms, which are the basis for
offering integrated services for risk assessment, compliance auditing against regulations and directives (e.g.,
General Data Protection Regulation (GDPR), NIS, ePrivacy), as well as support to IoT developers based on
programming annotations. The SecureIoT services are challenged in market driven scenarios and use cases in
the areas of connected cars, smart manufacturing (Industrie 4.0), and IoT-enabled socially assistive robots.
PANOPTESEC project delivered a beyond-state-of-the-art prototype of a cyber defence decision support
system, demonstrating a risk-based approach to automated cyber defence that accounts for the dynamic nature
of ICT and the constantly evolving capabilities of cyber attackers.
AdaptIVe’s goal is to develop and test new functionalities for cars and trucks offering partially automated and
highly automated driving. Necessary cooperative interaction between the driver and automated systems shall be
enabled by advanced sensors, cooperative vehicle technologies and adaptive strategies. AdaptIVe has focused
on the improvement of the automated driving of cars and trucks, overlooking potential cyberthreats to the
communication between the vehicles.
MAVEN aims to provide solutions for managing automated vehicles in an urban environment (with signalised
intersections and mixed traffic). It develops algorithms for organising the flow of infrastructure-assisted
automated vehicles and structuring the negotiation processes between vehicles and the infrastructure. The
MAVEN approach contributes to increasing traffic efficiency, improving utilisation of infrastructure capacity,
and reducing emission. MAVEN project covers V2X communication, vehicle and road automation, but it does
not include cybersecurity concerns. To 5G-CARMEN it remains to be seen how the published message set
concepts are being accepted / harmonised by large-scale deployment activities and other projects.
UK Autodrive is the largest of three separate consortia that are currently trialling automated vehicle technology
as part of a government-backed competition to support the introduction of self-driving vehicles into the UK.
The project ran for three years (until October 2018) with several major milestones along the way: (i) integrate
autonomous and connected vehicles into real-world urban environments, (ii) show how autonomous and
connected vehicles could solve everyday challenges such as congestion, (iii) demonstrate the commercial
operation of electric-powered self-driving “pods” at a city scale, and (iv) provide insight for key stakeholders
and decision-makers, including legislators, insurers and investors.
As automated vehicles will be deployed in mixed traffic, they need to interact safely and efficiently with other
traffic participants and the interACT project works towards their safe integration into mixed traffic
environments. In order to do so, interACT analyses todays’ human-human interaction strategies, and
implements and evaluates solutions for safe, cooperative, and intuitive interactions between automated vehicles.
CityMobil2 is a European project which deals with automating mobility. The CityMobil2 vision can somehow
clash with others based on the automation of the single vehicle which is supposed to bring all kinds of benefits
without requiring neither communication nor the involvement of the infrastructure. Building on the results of
its predecessor CityMobil project, CityMobil2 used a geographical classification to identify the transport tasks
better suitable to transport system based on road vehicle automation. CityMobil2 has 12 cities studying how to
best integrate (and where in the city) automated road transport systems. 7 of them became real life
demonstrators.
The CONCORDA (Connected Corridor for Driving Automation) project contributes to the preparation of
European motorways for automated driving and high density truck platooning with adequate connected services
and technologies. CONCORDA will conduct tests at sites in the Netherlands, Belgium, France, Germany, and
Spain, with an aim to improve the interoperability of the test sites. The interoperability will be developed along
three lines, namely on: (1) system architecture and technologies, (2) services and (3) implementation, leading
to a commonly-agreed set of profiles, specifications and (proposals for) standards. To 5G-CARMEN
architecture concepts in cross-border message flow are potential benchmarks.
The ICT4CART (ICT Infrastructure for Connected and Automated Road Transport) project aims to provide an
ICT infrastructure to enable the transition towards road transport automation. The project adopts a hybrid
communication approach where all the major wireless technologies, i.e. cellular, ITS G5 and LTE-V, are
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integrated under a flexible “sliced” network architecture. A distributed IT environment for data aggregation and
analytics will be implemented as well, considering cyber-security and data privacy aspects. To achieve its
objectives, ICT4CART builds on four specific high-value use cases (urban and highway) which will be
demonstrated and validated under real-life conditions at the test sites in Austria, Germany, Italy and across the
Italian-Austrian border. ICT4CART test sites have significant overlap with 5G-CARMEN and have significant
potential for cross-fertilisation. Message sets and message flow are therefore to be analysed for crossfertilisation.
Main objective of INFRAMIX (H2020) is to prepare the road infrastructure with specific affordable
adaptations and to support it with new models and tools, to accommodate for the step-wise introduction of
automated vehicles. The environmental perception of automated vehicles is limited by the range and capability
of on‐board sensors. Road infrastructure operators already employ numerous traffic and environmental sensors
and provide information that can be perceived by automated vehicles. In order to classify and harmonize the
capabilities of a road infrastructure to support and guide automated vehicles, we propose a simple
classification scheme, similar to SAE levels for the automated vehicle capabilities. These levels can be
assigned to parts of the network in order to give automated vehicles and their operators guidance on the
“readiness” of the road network for the coming highway automation era. Austrian higway operator
ASFINAG's key interest in INFRAMIX is on Infrastructure Support Levels for Automated driving (ISAD) which is also of core relevance to 5G-CARMEN activites on the Austrian part of the cross-border corridor.
https://www.inframix.eu/infrastructure-categorization/# The Spanish test site is located within the
Mediterranean Corridor between Barcelona and the French border. Message sets and message flow are
therefore to be analysed for cross-fertilisation.
TRANSAID (H2020) studies candidate "Transition Areas" for CAD: As the introduction of automated vehicles
becomes feasible, it is necessary to investigate their impacts on traffic safety and efficiency. This is particularly
true during the early stages of market introduction, where automated vehicles of all SAE levels, connected
vehicles (able to communicate via V2X), and conventional vehicles share the same roads with varying
penetration rates. There will be areas and situations on the roads where high automation can be granted, and
others where it is not allowed or not possible due to missing sensor inputs, high complexity situations, … At
these areas many automated vehicles will change their level of automation. We refer to these areas as “Transition
Areas”. Message sets and architecture has been published, yet it remains to be seen how these are taken up by
deployment initiatives and other European cross-border projects.
"C-ITS for automated driving" has been a study assignment to prepare automated driving for the Austrian
Highway operator ASFINAG. The consortium carrying out this study was Swarco, Siemens Kapsch and
TrafficCom. Message sets for a set of use cases was harmonised and officially released in June 2018. Several
use cases are highly relevant to 5G-CARMEN (ITS service: Road information for automated vehicles UC1.01:
SAE level clearance for automated vehicles; UC1.02: Platoon support information for automated vehicles;
UC1.03: Situation based distance gap for automated vehicles ; UC1.04: Vehicle type and lane specific speed
limit for automated vehicles ; UC1.05: Vehicle type and lane specific speed recommendation for automated
vehicles ; UC1.06: Contextual emergency corridor information. ITS service: Collective perception UC2.01:
Collective perception of objects on the road; UC2.02: Information about ITS-G5 equipped objects and persons
on the road ; UC2.03: Traffic situation awareness based on CAM ; ITS service: Road works warning ; UC3.01:
Long term road works warning ). As the underlying message sets and message flow architecture have now
become a template for several Austrian road operator activities including C-ROADS this is studied in detail.
The consequences of automated driving for national road operators are analysed within the CEDR CAD
automation call assignment MANTRA. MANTRA is an acronym for "Making full use of Automation for
National Transport and Road Authorities - NRA Core Business". MANTRA responds to the questions posed as
CEDR Automation Call 2017 Topic A: How will automation change the core business of NRA’s, by answering
the following questions: What are the influences of automation on the core business in relation to road safety,
5G CARMEN (H2020-ICT-18-2018)

Page 55 / 94

Deliverable D2.1 - 5G CARMEN Use Cases and Requirements

traffic efficiency, the environment, customer service, maintenance and construction processes? How will the
current core business on operations & services, planning & building and ICT change in the future? Impact onto
5G-CARMEN comes from frameworks for solutions as input for business perspectives and societal relevance
of 5G-CARMEN use cases.
Connecting Austria is a nationally funded flagship on automated truck platooning in Austria. Relevance for
5G CARMEN comes from significant similarities in use cases on air quality, green driving and event horizon.
The C ROADS platform is a joint initiative of the European Member States and road operators for testing and
implementing V2X in light of cross-border harmonization and interoperability. In C-ROADS Italy, Ministero
Italiano dei Trasporti deploys harmonized C-ITS services on Italian highway test sites, among which
Austostrada del Brennero, where FCA-CRF is involved with Connected and Automated passenger cars and
IVECO with truck platoons, including cross border testing with Austria. The corridor addressed in C-ROADS
is the same as in 5G CARMEN. Our project should thus take C-ITS message payload, dispatching rules and the
back-end services part of the infrastructure into consideration, and evolve the LTE/cloud part of C-ROADS
according to 5G technology components.

2.4 Lesson learned and recommendations
After our review of projects funded in 5G-PPP Phase 1 and 2 calls, we can acknowledge a significant and
massive amount of work in the following areas, which needs to be accounted in our architectural and
technological choices:
•

•
•
•

Orchestration and SDN control solutions, as well as lightweight virtualization technologies, including
containers and unikernel solutions. This includes also the flexible management of slicing technologies,
which is a critical aspect in 5G CARMEN, as well as tools for simplifying network management and manage
applications.
Transport and radio access technologies, including integration of optical and wireless solutions.
Security solutions have been proposed by many projects (also non 5G-PPP, as shown in section 2.3),
addressing many different security aspects.
A large number of use cases have addressed in various way the automotive domain.

However, we also found that there are some points that need to be carefully addressed in order to provide service
continuity in a true cross-border environment.
•

•
•
•

None of the 5G-PPP projects defined architectural components, operator policies, and network/service
interfaces for addressing cross border handovers. This is a critical aspect for European corridors, which,
crossing the edge of different Member States, will have to face an inter-PLMN handover. In order to provide
service continuity for different types of applications, it is of paramount importance to define interfaces
between operators at different layers, that is application, core network, and MEC. In this regard, specific
policies and solution need to be defined for deciding which information can be shared between operators,
and at which interface, including or not third parties.
Real world trials are not considered in previous projects, which focused on limited demonstration of
architectural and/or technological achievements, without addressing large scale testing and trialling,
especially in the challenging cross border environment considered by 5G CARMEN.
Hybrid radio connectivity, including various flavours of LTE, 5G NR, C-V2X, and ITS-G5, in order to
tackle range extension in automotive environment, is another aspect that would deserve investigation, since
it could be very useful especially during the above-mentioned cross border inter-PLMN handover.
Although previous projects have defined a lot of use cases in the automotive domain, they have not designed
real applications to test them in real trials. This is especially true for applications involving MEC nodes,
which, given their capability to provide low-latency services, are of paramount interest in the automotive
domain.

As for non 5G-PPP projects, it results from the analysis of section 2.3 that a number of projects have already
contributed to establish the framework for connected automotive services at large. For instance, some of these
initiatives, like C-ROADS in Italy, has prepared the ground for national experimentations. ICT4CART has
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already done some experimentation in Germany, Austria, and at the Austria-Italy border with hybrid
connectivity ITS-G5 and LTE-V. HIGHTS has investigated cooperative positioning using IEEE 802.11p. The
real novelty of 5G CARMEN is to push forward these studies and/or solutions, by presenting and experimenting
real solutions in a cross-border scenario, widening the deployed technology landscape by implementing R14
PC5 based V2V, V2I scenarios as well as by continuing the work already started in some specific initiatives,
such as C-ROADS for the infrastructure in Italy or Connecting Austria for some specific use cases, such as
those on green driving.
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3 5G CARMEN Use Cases
This chapter is dedicated to the description of use cases that 5G CARMEN will investigate, develop beyond the
state-of-the-art, and pilot in field trials or evaluate in a simulated environment. Four different use case families
have been selected by the project partners, starting from the Technical Annex of the 5G Carmen contract. These
include Cooperative Maneuvering, Situation Awareness, Green Driving and Video Streaming. By addressing
these use cases, the ambition of 5G CARMEN is to enable and shape a CCAM ecosystem that allows for safer,
greener, more efficient, more comfortable, and more enjoyable transportation. In addition to the envisioned use
cases, this chapter also includes details on their requirements and KPIs that are to be monitored.

3.1 Cooperative Maneuvering (CM)
Cooperation between drivers is a key aspect in ensuring safe and efficient navigation through intersections, lane
changing, overtaking, entering/exiting highways, etc. Nowadays cooperation is based on visual communication:
via braking lights, turning lights, hand gestures or mimics. The information conveyed in such manner is,
however, limited and often cannot be exchanged at an optimal time point. For example, negotiating at an
unregulated intersection in the city practically only happens when all parties reach a standstill while each driver
learns about the intentions of the others. On the highway, drivers often misjudge the distance and speed of
approaching vehicles during lane changes. This leads to hard braking events, which, in turn, cause waves of
traffic congestion. Such situations do not only reduce the efficiency of the traffic flow and increase the wear of
braking systems and fuel consumption but can also be very dangerous to the public.
Vehicle automation can mitigate this problem to a certain extent. However, recognizing and communicating the
intentions of other traffic participants with minimal delay is key to an optimized driving behaviour for automated
systems and human drivers alike. To this end, wireless communication systems can be used to exchange speeds,
positions, intended trajectories/manoeuvres, and other helpful data among vehicles. The on-board systems can
use this information to derive an optimized driving strategy (in case of automated operation) or derive a
recommended course of action for a human driver to follow in order to actively optimize traffic flow and avoid

Figure 1 Cooperative Lane Changing/Merging.
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dangerous situations. Within the family of such cooperative applications, 5G CARMEN concentrates its efforts
on Cooperative Lane Merging (CLM) as a flagship use case to pilot in its trials.

Cooperative Lane Merging
In a lane change due to a merging of lanes, the vehicle performing the change needs to ensure the availability
of a sufficient spatial gap in the target lane. This gap can be facilitated by the vehicles independently following
some rules, e.g., that a vehicle should give way to any other vehicle ahead of itself when two lanes merge.
However, that independent behaviour could lead to non-fluid traffic. Cooperative lane changing can help create
the needed gaps for a smooth transition. Figure 1 illustrates this use case. It can be considered in three phases.
In the initial phase, a vehicle realizes the need to change lanes due to an ending lane, obstacle, a slower vehicle
in front or simply the need to turn. However, the gap between its neighbors in the target lane is insufficient for
a safe lane change. Upon this realization, and through cooperation between the vehicles, the gap shall be
increased in the second phase. This can be done by slowing down the vehicle in the back (vehicle #3 in the
figure) and/or speeding up the vehicle in the front (vehicle #2 in the figure). Once a specified target distance for
a lane change has been reached, phase 3 is reached and the considered vehicle (vehicle #1 in the figure) can
merge safely. For the sake of brevity, in the following we only discuss the option of slowing down vehicle #3.
This is the safer option in a mixed traffic scenario (i.e. a scenario where there are legacy vehicles that are not
connected or capable of cooperation). Nevertheless, similar considerations apply when speeding vehicle #1 up.
Cooperative lane merging can be realized either in localized or centralized manner. The former involves direct
exchanges between the vehicles, while the latter builds upon a MEC/back-end server and a cellular network,
which support the vehicles’ systems in determining the optimal behavior to either execute or pass on to the
driver as a recommendation. Both of these approaches will be explored in 5G CARMEN, as an enabler for
further cooperative maneuvers that positively impact our everyday lives by reducing traffic congestions and
avoiding dangerous situations.
•

Localized CLM - Vehicles need to be aware of their surroundings by the exchange of status update
messages. Using this information, a vehicle can request (communicate the intention) to merge in front
of another appropriately selected vehicle. The latter one can take the needed actions to create a suitable
gap (if not already available) and confirm that it is safe to merge in front of it, or deny the request.
Hereby, the communication can either be carried out directly between the vehicles or can be relayed by
a cellular network.
• Centralized CLM - In this case, a centralized entity (e.g. MEC/backend server) needs to obtain an
overview over the traffic situation. To this end, vehicles send status updates to that entity (including
their position, speed, and possibly intentions) exploiting a cellular connection. Using this information,
the server can facilitate the manoeuvre by determining the most suitable gap for a requesting vehicle to
merge into and sending recommended actions in order to generate the said gap. The final decision,
possibly a deny one, is taken by the involved vehicles. Note that strict delay requirements (see Section
4.2.1) would suggest the use of edge servers, unless a fast connection to a backend server is made
possible. In order to gain transparency over the crucial exchanges (i.e. positions, intentions, and
recommendations) for situation audits in case of accidents and/or optimizations in the manoeuvre
strategy, the addition of a trace log is considered. Future vehicles are expected to have a "black box"
(like airplanes), however a MEC/backend-based approach with immutable storage would have the
advantage of immediately accessible and exploitable data (e.g. for road authorities, manufacturers,
police, insurances).

Message flow
The following message flow diagrams serve as a reference for the expected application behaviour and network
load. The diagrams may be refined at a later stage in the project.

Localized cooperative lane merging (PC5-based communication)
Figure 2 shows the message flow for the overall procedure in the case of direct communication between the
involved vehicles. In particular, it shows the case that vehicle#3 slows down to increase the gap towards
vehicle#2, leaving space for vehicle#1 to merge. Note that depending on the vehicles’ capabilities, the CLM can
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be implemented based on higher levels of automation (SAE level 2/3/4/5) where the appropriate actions that are
to be taken are executed by the vehicles, or at lower levels of automation (SAE level 0/1). In the latter case, the
appropriate actions taken by the system are limited to advising the driver on how to handle the cooperative
situation.

Figure 2: Message flow in PC5-based CLM.

The ‘Status update’ messages aim at generating awareness regarding the current traffic situation and can be
implemented in the form of a Cooperative Awareness Message (CAM), as specified in the standards for
Intelligent Transport Systems (ITS) [107]. In connection with other use cases, these status updates are expected
to be sent independently from the actual CLM negotiation. A CAM packet takes up to 588 bytes, and is typically
sent with a frequency of up to 10 Hz. The ‘Request to merge’, the ‘Safe-to-merge/Denial’ and the
acknowledgments only need to identify the respective intention and can be rather small. Just one byte might be
sufficient. However, practical considerations may lead to bundling with other messages, in order to make
efficient use of the radio channels. A message of up to 100 bytes can be considered.

Centralized cooperative lane merging (cellular-based communication)
Figure 3 shows the message flow for the overall procedure in the case of a centralized entity (e.g. MEC, backend
server) that, obtaining an overview over the traffic situation, manages the overall CLM.
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Figure 3: Message flow in the centralized CLM.

The same messages types are used as in the localized CLM. Hence, the properties of the respective messages
presented in Section 3.1.1.2 apply here as well.

Relevant scenarios
CLM can be applied to many different scenarios on the highway. Primarily, it can be greatly beneficial to
increase the overall traffic flow and travelling comfort by simplifying the process of entering the highway and
adapting to the traffic flow. In addition, CLM can be applied to any scenario that requires a lane change,
whereby the host (ego-) vehicle needs to negotiate space with other vehicles: overtaking, return to the right lane,
applying the zip rule at the end of a lane at higher or lower speeds (e.g. in a traffic jam), etc.
Operating the centralized CLM application, especially in a cross-border environment, may be quite challenging.
It is likely that different traffic participants subscribe to different MNO’s networks, which would result either
in longer delays in reaching a backend server or the necessity to have fast state synchronization between MECs
of different providers. Additional issues arise due to service interruption times while switching operators.
Localized CLM, on the other hand, may be less efficient considering the limited range and (potentially) channel
availability which lead to limited foresight. Hence, 5G-CARMEN will investigate and address these issues in
order to enable reliable CLM.
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3.2 Situation Awareness (SA)
Automated vehicles and human drivers are limited in their ability to ensure safe and efficient travels by their

Figure 4: Examples of possible information exchanges among vehicles.

perception of the road traffic situation. Local sensors utilized for automated driving (e.g. cameras, lidars, radars)
can only “see” until the next obstruction and the same applies to the human eyes. Unfortunately, some sources
of danger (e.g. objects on the road, start of a traffic congestion, other vehicles or vulnerable road users like
pedestrians or motorcyclists) are often hidden until the very last moment. Moreover, sudden changes in the
weather conditions (e.g. dense fog, fog benches, ice on the road) dramatically increase the risk of accidents if
the travelling speed is not adapted accordingly.
5G CARMEN addresses several kinds of potentially dangerous situations in related use cases.
Back-situation awareness is beneficial when considering approaching emergency vehicles. Knowing about their
approach in advance (even before they are visible or audible) will allow drivers to create a safety corridor earlier
and limit their obstruction, thus saving critical time for the emergency response team.
Moreover, 5G CARMEN aims to improve the safety of vulnerable road users like motorcyclists. Their high
travelling speeds, small footprint and frequent lane changes often lead to late detection by drivers: resulting in
accidents with serious consequences to the motorcyclists owing to their relatively low protection. Therefore,
recognizing their presence in time, either by means of shared sensor data or announcement made by themselves,
will lead to increased driver sensitivity and safer overtaking.
Vehicle sensors and state sharing creates awareness about adverse weather conditions or other detected hazards
in advance with respect to the vehicle own sensors. This is done by exploiting knowledge shared by a preceding
vehicle or road-side sensors. Information about the detected objects in the environment - including other
vehicles - is then shared among C-V2X nodes. This data can be exchanged directly between vehicles in localized
manner or can be collected, filtered and disseminated to the relevant traffic participants by a centralized entity
(i.e. MEC or backend server). A centralized approach can also be leveraged to optimize traffic flow. In a long
term perspective, this could lead towards an event horizon.

Back-situation awareness of an emergency vehicle arrival
This use case proposes the provisioning of back-situation awareness. Its aim is to provide in-advance
warning/information about the time of arrival of emergency vehicles (e.g. ambulance, police vehicle, fire
brigade) that have the right of way.
At present, the path is cleared only when the emergency vehicle (emV) draws drivers’ attention through its
blaring siren. Usually this is only possible in direct proximity. The short notification time makes it hard for
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drivers on the path to somehow make way by moving to the sides. The problem is severe in case of high traffic
density, not only on inner city roads (possibly near traffic signals, where vehicles don’t have much space to
manoeuvre thus hampering critical emergency efforts) but also on highways where the speed and the noise (e.g.
radio, motor) could be relevant. According to literature, roughly 60 percent of ambulance accidents occur during
the course of emergency use.
The use case is to ensure early warning of approaching emVs to only those vehicles that are on the emV’s route.
The early warning may give ample time to the drivers to take necessary actions to clear the way for the
approaching emVs. It may be noted that the warning time may depend on the state of road congestion: in
congested situations the system may trigger the early warning much earlier so as to give ample time to the
vehicles to take necessary measures.
Another approach for transmitting the early warning of approaching vehicles is by leveraging direct intervehicle communication where the vehicles at the back can propagate this information to the vehicles at the front,
and only those vehicles that are on the path will react. However, additional infrastructure can be utilized to
extend the reach of the awareness message and simplify the selection of vehicles it needs to be forwarded to.
This kind of warning, performed using an appropriate (possibly configurable) user interface, is moreover
especially useful for hearing-impaired drivers.

Figure 5: Overview of the Back-situation awareness scenario

Figure 5 provides an overview of the Back-situation awareness scenario. As illustrated, the scenario involves
two emVs that are being dispatched towards the target destination. Their estimated time of arrival (ETA) arrival
and other information relevant to the emVs (e.g. type of emVs) is being notified by the infrastructure to the
vehicles at the front on the same route path as that of the eMVs. Based on the ETAs notification, the vehicles at
the front will then negotiate between themselves and cooperatively manoeuvre to create a clear corridor for the
emVs to pass through un-hindered. It may also be that the infrastructure provides manoeuvre actions/strategy
recommendations to the vehicles at the front in order to assist them to form a clear corridor. An example
manoeuvre recommendations could be to notify the vehicles to increase the gap between each other and/or turn
towards the road shoulder of their respective lane. The ETA along with other relevant information, such as
manoeuvre recommendations, can either be calculated at the infrastructure, or it can be derived by the vehicles’
OBU by processing the information such as the emVs’ location, speed, direction provided periodically by the
infrastructure.
In the former case, where the ETA, manoeuvre recommendation etc. is determined by the infrastructure, a Back
Situation Awareness Function (BSAF) is required to be instantiated at the edge server. The BSAF determines
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an ETA for each cluster-zone, a cluster-zone is characterized by an eNB’s coverage area and all vehicles that
are members of a cluster-zone receive the same message from the infrastructure.

Message flow
The following message flow diagram serves as a reference for the expected application behaviour and network
load. The diagram may be refined at a later stage in the project.
Figure 6 provides a message-flow diagram for the Back-situation awareness scenario discussed above.
As illustrated, the emVs are periodically sending advertisements towards the MEC server at the edge via the
BS. The advertisement message may carry relevant parameters, such as emV type, current geo-location, speed,
direction, route path, and target destination. The MEC server will process this information to derive, for
example, ETA and/or manoeuvre recommendation for the different cluster-zones and send notifications
containing the derived information as parameters towards the respective eNBs. The eNBs will then broadcast
this information towards the vehicles in its cluster-zone.

Figure 6: Message flow in the Back-situation Awareness Use Case.

Motorbike awareness
Motor-bikers may represent a serious issue if not properly addressed when driving in highly dense highway due
to easiness of manoeuvre and high agility among bigger vehicles. In addition, the lanes structure is better
designed for medium/large-sized vehicles implicitly allowing the small ones (i.e. motorbikes) to occupy
simultaneously the same lane. Sometimes this may result in a severe safety issue as it may exacerbate the vehicle
blind spot problem: vehicle drivers might not be able to directly observe nearby motor-bikers.
The proposal is to monitor the motor-biker’s behaviours, process and infer the current position/future estimated
positions in order to:
• Notify drivers of selected “alarmed” areas of being in the proximity of a motorbike
• Prevent drivers from overtaking or changing lanes when a motorbike is, or will be in the next few
seconds, within a certain defined (e.g. circular) range
• Warn the driver approaching an intersection of motor-bikers on a collision path.
To this aim, we propose different levels of contextual information based on the level of technology
intrusiveness. This would allow to iteratively build each level (based on the complexity required) following a
bottom-up approach.
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1. No context information. Motorbikes are not required to carry any smart device on board. They will be
automatically recognized by means of cameras and sensors (such as proximity sensors relying on acoustic
signals as well as radars) installed on road-spots. Such road-spots connected with the infrastructure are able
to trigger alert messages when a motorbike is discovered. Advanced sensing techniques might infer (by
means of machine learning) the motion speed and assign a danger level that will be forwarded to the
infrastructure. This solution could not cover all the highway but only some more dangerous zones (e.g. near
the highway entrances).
2. Cellular-based contextual information. Motorbikes might be recognized using a mobile connection. It is
possible that the behaviour of a motorbike can be recognized and distinguished from other kind of vehicles.
This would reasonably assume that the motor-biker holds a mobile phone or a mobile device (likely
connected to the mobile infrastructure). The road infrastructure may rely on edge computing capabilities
(e.g. MEC platform services) to obtain the location of the motor-biker with a certain accuracy while still
preserving his anonymity.
3. Gateway-based contextual information. Motorbikes are required to install a smart gateway device that is
connected to the road infrastructure. Such a gateway will send a set of useful information (e.g. location,
speed, types of vehicle): standard CAM messages can fit the requirements. Advanced mechanisms may
require the gateway to infer the danger level based on the past motor-biker behaviour. However, such
information should not disclose the identity of the motorbike.
The warning system is enabled by a Mission Control service running in the MEC. By processing the input data,
the MEC derives the location, speed vector and type (motorcycle, car, truck, etc.) of each vehicle. Note that the
accuracy of the localization depends on the above-mentioned levels of retrieved contextual information.
Given the current and the past snapshots of the road traffic, the MEC performs an analysis of the situation
(situation awareness algorithm), crossing the forecast vehicle behaviours and the available external
environmental information (geographical map, weather conditions, etc.) to infer any possible upcoming dangers
involving motorcycles.
To effectively prevent any predicted threat, the MEC must send specifically-tailored notifications to the right
road users. For the sake of efficiency, a broadcast communication should be avoided in favour of a multicast
one to the involved users that, most likely, constitute a subset of the total ones. Such selection represents a
complex problem which may addressed with a number of different approaches:
a. Fixed danger region: each motorcycle is assigned with a fixed-size danger region. All the vehicles
predicted to be in that region are notified.
b. Adaptive danger region: each motorcycle is assigned with a custom-size danger region depending on
the level of its estimated dangerousness. Indeed, a more dangerous motorcyclist would move along a
highly-swaying trajectory which may lead to a less accurate trajectory forecast. By increasing the size
of the danger region, the MEC warns a bigger subset of users (with suitably tailored notifications) and
compensates for the decreased accuracy.
c. Real-time adaptive danger region: this is an improvement upon the previous approach which takes
into account the evolution of the traffic situation in case the predicted threat eventually happens. In this
case, the danger regions are custom-sized and updated in real-time so that all approaching vehicles are
notified based on the predicted traffic evolution after the occurrence of the danger.
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Figure 7: Overview of the Motorbike Awareness scenario.

Figure 7 shows an example of this use case, the so-called the mid-corner hazard. In this scenario, both the car
and the motorcycle are notified by the MEC to keep some distance from the middle line and avoid a crash.
Although this situation may be not common in highways operating in normal conditions, it may happen in case
of work in progress along the road.

Message flow
The message sequence chart in Figure 8 depicts the message exchange between MEC and vehicles. We represent
the link between MEC and each vehicle with a dashed line as it is independent of the specific technology that
is employed to retrieve the required information.

Figure 8: Message flow in the Motorbike Awareness Use Case.
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The requirements for this use case may be summarized as follows:
•

Awareness of the vehicle type, position and speed vector

•

Situation analysis and forecast

•

Target user selection

Vehicle sensors and state sharing
Especially when traveling at high speeds on a highway, a vehicle needs to be aware of external events that may
strongly affect the driving task. Such events include sudden changes in the weather conditions (e.g., fog benches,
puddles, icy road) or abrupt manoeuvres by other traffic participants (e.g., braking, standstill in a traffic jam).
These may impact the cruising speed, driver assistance systems, or the allowed automation levels (certain
extreme cases even requiring driver’s intervention). Information about such events can be received both from
other preceding vehicles via a direct communication link or through a Cloud Service (possibly running on a
MEC) which can merge information coming from different sources in the relevant area. Cloud Services can
even provide a geographic and cross-border extension of the information wherever needed.
In general, information can be retrieved from the vehicles’ own sensors, via roadside devices (e.g. IoT sensors,
RSUs, video camera) or external systems (e.g. weather data). Some examples that will be explored in 5G
CARMEN include the following.
• Fog and fog benches - their presence could be detected by vehicle’s on-board camera, by a rapid speed
decrease of several vehicles in same positions and by the switching on of their fog lights.
• Puddles or icy road - Wheel slipping can be detected by the vehicles’ on-board ECUs.
• Braking and standstill - Information about such manoeuvres is available at the vehicles’ on-board
ECUs. Slow speeds or stationarity (possibly with enabled emergency lights) are a good indicator for a
traffic jam, while deceleration during braking can also be measured by on-board sensors.
This information can be collected by a Cloud Service where it can be analysed in order to identify the probable
cause and broadcast the proper alert message (e.g. DENM) over the relevant geographic zone.

Figure 9: Fog benches case
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Figure 10: Queue case

Figure 11: Puddles/icy road case

Message flow
The following message flow diagrams serve as a reference for the expected application behaviour and network
load. The diagrams may be refined at a later stage in the project.
The following figures show the flow diagrams for the vehicle/road sensor and state sharing that can be related
to two different groups: car sensors and data (e.g. queue and fog cases), road IoT sensors for Flow diagram for
road IoT sensors (e.g. Puddles or icy road case).
It should be noted that there can be a situation where both information could be collected and handled by
MEC/C_ITS-AS so the following message flows should be merged too.
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Figure 12: Flow diagram for input from car sensors and data (e.g. queue/fog cases)

Figure 13: Flow diagram for road IoT sensors (e.g. Puddles or icy road case)

Event horizon
The name of this scenario recalls general relativity, whereby “event horizon” is a region in space-time beyond
which events cannot affect an outside observer (i.e., the point of no return). Here, the idea is to transfer this
concept to vehicular traffic. The idea merge the aforementioned use cases and have a general situation
awareness, based on two concepts: (1) an “outside observer” with respect to the vehicles involved (e.g. having
a roadside unit or MEC server) and (2) the space-time boundaries which identify the inevitable collision area
(i.e., any violation of these boundaries from external objects will result in a collision).
Although this concept had been foreseen since the beginning of cooperative projects (FP6 EU SAFESPOT IP,
2006-2010), its deployment has been so far limited by technology penetration, and the event horizon has been
so far limited to the ego-vehicle horizon. Current state-of art solutions are either cloud connected e-Horizons
(e.g. EU H2020 AUTOPILOT, eH is connected 4G to the IoT) commercially viable solutions for speed
adaptation and Operational Design Domain awareness (e.g. enable AD only on certain roads) but not yet
integrated with full dynamic V2V data; or they are pure V2V “event horizon” solutions, as in the aforementioned
Frontal Scenario Awareness, which is promising but has the bottleneck of technology penetration. Specific
"event horizons" would have the potential to trigger specific regulation both in terms of meso-type of traffic
management or meso-type of air quality regulation. Meso here refers to in-between traditional macro-type of
actors (road authorities; regional governments) and providers of (future) individual routing and remote driving
solutions.
It is deemed that the 5G technology could be a disruptive enabler of this event horizon. 5G could have the
capability to efficiently merging, through dedicated entities (e.g. MEC server at an eNodeB), single vehicles
information such as real time dynamics but also their relative horizon, indications of non-equipped vehicles in
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the surrounding area (e.g. number of mobile phones in an area), connected roadside sensors for weather warning,
notifications from road operators. The 5G low latency and broadband capabilities, as well as its envisaged
penetration in mobile technology, automotive and IoT, could enable the transfer of a large amount of
information and offer, through its edge-computing nodes, a computing power that can partially relieve the on
board system from complex data fusion.
The application of this concept to vehicular traffic enables a paradigm shift from electronic-Horizon (ego
vehicle point of view) to event-Horizon (bird view of vehicles on highways). In 5G Carmen this can be designed
and maybe addressed partially, by analyzing at technical results of the aforementioned sub-use cases and
possibly have the support of simulation environments, currently in discussion within WP5.

Message flow
The following message flow diagrams serve as a reference for the expected application behaviour and network
load. The diagrams may be refined at a later stage in the project.

Figure 14: Message flow for the Event horizon use case.

Figure 14 shows the message flow for this use case. The Event horizon is based on descriptive information
about the environment. It is provided by vehicles that describe their own status or perceived objects, IoT Sensors
(e.g., cameras) or other external applications and is gathered at a MEC. Here this information is aggregated,
synchronized, and used to derive a global view of the situation on the highway. A reduced portion of this global
view is then forwarded in an appropriate manner to the relevant vehicles.

Relevant scenarios
Situation Awareness (SA) is a general enabler for increased safety and as such is applicable to every situation
on the highway. Operating the centralized use cases within the SA family, especially in a cross-border
environment, may be quite challenging. It is likely that different traffic participants subscribe to different
MNO’s networks, which would result either in longer delays in reaching a backend server or the necessity to
have fast state synchronization between MECs of different providers. Additional issues arise due to service
interruption times while switching operators. Localized implementations, on the other hand, may be less
efficient considering the limited range and (potentially) channel availability, which lead to limited foresight.
Hence, 5G-CARMEN will investigate and address these issues in order to enable reliable CLM.
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3.3 Video streaming (VS)
As wireless networks and phones have become more advanced, we can see that the content consumed by its
users has evolved as well. The on-demand streaming of movies, live broadcasts and HD videos is one of the
most popular forms of entertainment and dominates the internet traffic today. It would be a passenger’s
expectation to be able to enjoy the same service in an autonomous vehicle, i.e., an always-on-connection, which
delivers the kind of speed and latency needed for high-quality video streaming, no matter where they are.
Especially with high levels of autonomous driving, passengers’ expectation will be to sit back and enjoy
multimedia entertainment (e.g. a movie) during their daily commute, just as if they were in the comfort of their
homes.
5G-CARMEN will explore different network architectures and configurations, aiming to satisfy users’ Quality
of Experience (QoE). Key in this regard is the prediction of the expected network QoS and the proactive
adaptation of streaming applications in order to avoid interruptions in the service whenever possible. High
quality service should always be available, even in cross-country border situations and inter-operator scenarios.
Therefore, mobile network synergies between LTE, 5G, C-V2X and other technologies will also be investigated
by 5G-CARMEN, in order to guarantee not only the data rate requirements but also the needed coverage at all
times.

Detailed description

Figure 15: In-vehicle video streaming

In the not so distant future, vehicles are expected to be able to transport people and goods from point A to point
B autonomously, without control or supervision of a driver. As such a technological breakthrough cannot happen
in an instant, various intermittent steps (i.e. levels of automation) are being defined to gradually reduce the
driver’s involvement until he, too, becomes a mere passenger. This results in a considerable freed up time, which
can be used for a multitude of entertainment and productivity purposes. Hence, the cockpit of a future vehicle
may no longer be focused on driver- ergonomics. Instead, it may evolve to create a living-room-like experience
for all passengers. In this regard, an autonomous vehicle should provide its passengers with the freedom and
opportunity to use digital services from the entertainment domain. The most prominent example is the one of
video streaming, which nowadays dominates Internet traffic on fixed and wireless networks. The enjoyable use
of such a service in a moving vehicle requires a wide coverage wireless network capable of supporting its
Quality of Service/Experience (QoS/E) requirements. Above all, stuttering in the playback of videos affect user
satisfaction. The clearness of the picture and audio also play an important role in this regard. Hence, in order to
enable an enjoyable experience, an in-vehicle video streaming service needs to avoid buffering interruptions
while considering high-resolution video files. Achieving such a stable connection with a high data rate is
especially challenging in border regions, where the coverage is often limited and the handover to the MNO on
the other side of the border often takes a significant amount of time and may even cause loss of connection to
the video streaming provider. 5G CARMEN will explore technical measures to tackle such issues.
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Message flow
The following message flow diagrams serve as a reference for the expected application behaviour and network
load. The diagrams may be refined at a later stage in the project.

Figure 16: Message flow for the video streaming use case.

The Video Streaming use case involves three main logical parties:
•
•
•

The content consumer - a passenger willing to view a video stream via an interface in his automated
vehicle,
The content provider which delivers the desired information (typically a Video Streaming server in the
backend),
The Network/QoS management entity, which can help improve the user’s QoE as compared to state-ofthe-art solutions.

The exchange of video chunks follows the well-established client-provider model, where a video streaming
client in the vehicle initiates the process with a request for a specific video addressed to the content provider.
The content provider then answers with the available video options (e.g. available resolutions, codec). The
actual video transmission begins with a request for a video chunk done by the client, to which, the provider
answers with the appropriate data. This is repeated until the video has been completely transferred or the service
is terminated. Hereby, modern protocols allow for adaptive change of video quality (i.e. resolution, frame rate,
encoding) in order to react to the network’s performance. Worsening performance, however, often is caught too
late and a service interruption for data buffering may occur. Hence, we consider some optional information on
the expected network quality that can influence the choices of the client. This is delivered by the Network/QoS
management entity. One example for such useful information is the expected service interruption time while a
handover is carried out at a border crossing. The client can use this information to pre-buffer more video chunks
than usual, if the network conditions allow for this (also under the consideration of reducing the video
quality/size to obtain as many frames as possible), and avoid interruptions in the video playback until a stable
connection is established to the next MNO’s network.

Relevant scenarios
Above all, video streaming is considered in the context of 5G CARMEN in scenarios occurring in border regions
and in the highway environment where the radio propagation conditions are often challenging. Coverage holes
are not out of the question, and the handover interruption time, especially at a border crossing, can be significant.
5G CARMEN (H2020-ICT-18-2018)

Page 72 / 94

Deliverable D2.1 - 5G CARMEN Use Cases and Requirements

Moreover, the high travelling speeds of vehicles (up to 250 km/h) and their high numbers (up to 500 vehicles
per squared kilometre) make it difficult to satisfy all of the users’ requirements due to RAN performance
limitations. Dynamic slicing allocation will be examined so as to ensure maximised QoS while on the highway
and optimal video streaming quality during the handover to the network of an MNO of another country in the
cross-border scenario. In this direction, the efforts towards maintaining a satisfactory video quality thanks to
the Network/QoS management entity are enhanced through a Network Insights Entity that leverages AI/MLbased analytics and forecasts to ensure that dynamic resource allocation is done optimally, and that network
resources are available for critical applications. In this direction, various parameters will be taken into
consideration, including the real-time location, route and destination of the vehicle, the load of the route to be
followed by the vehicle in conjunction with a context (e.g. the day of the week, travelling hours, traffic, nearby
events that may cause the load of the network). Capacity requirements will be considered especially in the case
of consumption of high-definition video by multiple passengers in each vehicle, which is expected to create
significant load on the mobile network [108]. The potential of reserving an eMBB slice for such a scenario will
be examined mainly on the basis of caching as many video chunks as possible, ideally so as to ensure video
streaming for all vehicle passengers.

3.4 Green Driving (GD)
European road operators and authorities have extended their management capabilities beyond safety and traffic
efficiency. Air quality and air pollution, as well as geenhouse gas emissions have become hot topics in our
society. Although the transportation sector strives to limit its impact, it is a non-negligible contributor to
pollution with Nitrogen Oxides (NOx), Carbon Monoxide (CO), Carbon Dioxide (CO2) and Particulate Matter
(PM). In fact, around 12% of CO2 emissions in the EU are produced by vehicles [109]. Motivated by the above,
the 5G-CARMEN ecosystem will provide solutions towards the promotion of greener driving attitudes leading
to meaningful improvements in terms of air quality as well as provide elements for entirely new solutions for
road operators, road authorities and transport authorities. Obtaining an accurate depiction of the current situation
in a given area is key in this regard. To this end, the 5G-CARMEN platform will take advantage of sensor-based
information, either coming from connected vehicles or from smart sensors measuring the local emissions. In
addition, data on the weather condition, on the current traffic situation, legislation databases and more can be
leveraged to determine a course of actions that limit the negative impact of vehicular transportation on the public
health and the environment.
One prominent example for such actions is the use of electric drive mode by hybrid vehicles in critical areas.
Once such an area is recognized, this can be communicated to the hybrid vehicles approaching it, such that their
automated systems or the driver are informed in advance of the need to utilize electric drive. If such planning is
done on time, it can be ensured that the battery has a sufficient charge in order to pass through the critical area.
On top of the above, area-based predictions to be provided by the 5G-CARMEN platform regarding the
estimated emissions and air quality status could substantially help drivers with this planning (i.e. allowing to
make sure that their electric vehicle is charged in case they plan to pass by a sensitive area).
By exploiting the aforementioned sources of information, added-value services can also be offered to local
authorities and other interested stakeholders. Up-to-date information on the air quality and emissions will allow
them to take appropriate action when necessary. Examples of such services are descriptive analytics providing
an overview of the air quality situation at a particular location as well as prescriptive and predictive analytics
providing targeted insights for future vehicle emissions and air quality status.
Another example, targeting all means of transport in a road segment, can be the speed recommendation by the
local authority. This is done for instance in the European Life Lower Emission Corridor project Brenner Lec on
the A22 - Autostrada del Brennero (http://brennerlec.life/), leveraging on traffic flows management during
heavy traffic situations, dynamic speed limit, also according to air quality, and dynamic lane activation
strategies, and traffic flows management near the biggest urban areas by means of "intelligent" on-road
information. The 5G Carmen Italian pilot considering to make BrennerLec speed limits, currently on Variable
Message Sign, available as V2N service over the 5G network.
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Environment analysis
5G enables sensing on a scale that would be prohibitive using other technologies, and the huge amount of data
collected and insights produced is expected to have a positive impact to vehicle emissions and air quality in
general. This use case shows how 5G can be leveraged to address a great social challenge, i.e., environmental
air quality, starting from emissions generated by vehicles travelling along highways and across borders. In
particular, important cross-border road connections are usually at high traffic density and pollution. Starting
from highways and borders, it is without a doubt that the successful implementation of this 5G-CARMEN’s
vision, accompanied by the expected launch of commercial 5G around the world, will create traction and
gradually pave the way for the adoption of green approaches in urban and rural areas as well.

Figure 17: 5G-CARMEN platform, encompassing functionality for green driving.

In this context, connectivity can be exploited to influence drivers’ behaviour, with the aim of reducing fuel
consumption and emissions in a sensitive area. Beyond pre-defined silent-zones, the use of local sensors (on the
road) can identify excess noise and/or air pollution. This information can be used to trigger an appropriate flow
of actions at a cloud- and IoT-based platform aggregating various kinds of information. In particular,
information may either come from connected vehicles or smart sensors, measuring the local emissions, such as
Carbon Monoxide (CO), Hydrocarbons (HC) and Nitrogen Oxides (NOx), the concentration of PM2.5, PM10, O3,
SO2. For enhancing the completeness of the 5G-CARMEN green driving functionality, additional open APIs
and data sources will be leveraged, such as weather and traffic APIs, legislation databases, information on low
emission zones. The optimal solution can then be reached collectively on the side of the vehicles/drivers (by
suggesting actions towards reducing emissions to vehicles approaching or heading to an area linked to air
pollution).
In addition, valuable services will be offered to local authorities keeping them constantly aware of the real-time
emission-related situation in highways and near borders. In this direction, functionality that can be made
available includes:
•
•

Descriptive analytics (e.g. presenting emissions per area and time interval) showcasing the overall air
quality situation of interest to each identified stakeholder
Prescriptive and predictive analytics (e.g. providing targeted insights for future vehicles emissions and
air quality status) facilitating the uptake of (further) actions towards the reduction of vehicle emissions
and the improvement of air quality.

The before mentioned insights will allow for the adoption of targeted actions, such as the adjustment of
legislation per area based on identified needs. At the same time, the openly available environmental data can
raise awareness collectively and create new opportunities towards green behaviours not only in relation with
driving.
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Message flow
The following message flow diagrams serve as a reference for the expected application behaviour and network
load. The diagrams may be refined at a later stage in the project.
Figure 18 shows the message flow for the overall use case. Information useful for the environmental analysis
can come from a vehicle, smart sensors measuring the local emissions or from weather stations. This
information, sent by an RSU, a middleware IoT or by an external application server, could be collected and
handled by a MEC or a Central ITS Station (C- ITS-S). At MEC/C-ITS-S level, the data will be elaborated and
strategies to reduce emissions devised. The environmental strategies could be sent to the respective consumer
(being vehicles, authorities or other). One specific example for such an information flow is highlighted in the
following use case.

Figure 18: Message flow for the Environmental analysis use case.

Electric zones
One of the widely discussed measures to limit local air pollution is the adoption of electric zones, i.e., defining
areas where vehicles should only use electric power. Should such zones be defined on a temporary basis on
highways, information about them will be relayed to the drivers by means of notifications on the vehicles’
displays and include:
•
•
•

Alerts to switch to electric drive (applicable to hybrid vehicles only) for a specific stretch along the
route (i.e. electric zone)
Charging the battery and keeping sufficient power before entering an electric zone;
Selecting an alternative route with less environment-related restrictions if adherence is not possible;

Incentives to adopt such suggestions could include a discount to the highway ticket, a discount at a charging
station or higher speed limit. A human-machine interface to communicate these incentives to the driver is key
in the adoption of the desired green behaviour.

Message flow
The following message flow diagrams serve as a reference for the expected application behaviour and network
load. The diagrams may be refined at a later stage in the project.

5G CARMEN (H2020-ICT-18-2018)

Page 75 / 94

Deliverable D2.1 - 5G CARMEN Use Cases and Requirements

Figure 19: Message flow for the Electric zones use case.

Figure 19 shows the message flow in this use case. It is a rather simple one. Once a MEC/C-ITS-S has decided
on establishing an electric zone in a specific are, it needs to notify the relevant vehicles of its definition. Vehicles
that enter this zone shall report on the gained incentives (if any) through adhering to the established rules upon
exit/termination of usage.

Dynamic Speed Limit
Dynamic speed limit is provided to the vehicle, and can be used as an information in manually driven vehicles,
or as target speed limitation in Adaptive Cruise Control and Automated Driving modes. Potentially, additional
information could be made available. Feasibility of this latter aspect is being discussed within WP5 pilot plans.

Message flow
The following message flow diagrams serve as a reference for the expected application behaviour and network
load. The diagrams may be refined at a later stage in the project.

Figure 20: Message flow for the Dynamic speed limit use case.

Figure 20 shows the message flow in this use case. It is a simple one, where a MEC/C-ITS-S only needs to
inform the relevant vehicles of a change in the speed limit along their expected route.

Relevant scenarios
The Austrian highway section on the 5G-CARMEN corridor is a good example for an environmentally sensitive
area. The primary target of the GD use case is to address this issue. Currently, a reduced speed limit of 100 km/h
or of 80 km/h is being imposed on bad days with significant dust in winter. For trucks, the regulation is even
stricter. On the other hand, within a new regulation, all fully electric vehicles face no air quality-related
restrictions on all Austrian Highways. The GD use case can enable drivers of hybrid-electric vehicles to benefit
from using the fully electric mode in this context. The same technological approach can be applied to other
sensitive areas like inner cities. In addition, early announcement of the current limitations in a specific area can
also serve as input for route planning.
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4 Use case requirements
4.1 Functional requirements
The following tables report the functional requirements together with their description and relevant priority.
The priority of each requirement is expressed according to the well-known MoSCoW paradigm values1.

Priority

Description

Must have (M)

Mandatory requirement

Should have (S)

Recommended requirement

Could have (C)

Optional requirement

Want to have (W)

Really not necessary, possible inclusion in future versions
Table 14: Priority of requirements.

1

J. Arlow, I. Neustadt, UML 2 And The Unified Process: Practical Object-Oriented Analysis And Design, 2005, Addison Wesley
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Table 15: Summary of the functional requirements of the 5G CARMEN use cases.

Requirement
category

Description/value

Type of information
sources

Type of processing
nodes

Message aggregation /
distribution approach
Low latency event
notification/processing
even
with
high
travelling speed

2

Priority for each use case2
CLM

BSA

VSSS

MBA

EH

VS

EA

EZ

DSL

External IoT sources

W

-

M/S

W

M

-

M

-

C

Vehicles

M

M

M/S

M

M

-

S

-

C

Backend applications

-

C

M/S

-

S

M

M

M

M

RSU

-

S

S

-

M

-

S

-

M

MEC

-

C

M

C

M

W

-

W

C

Vehicles

M

M

-

M

-

M

-

M

M

MEC

M

S

-

M

M

-

S

-

C

Backend

W

M

-

C

M

-

M

-

M

Centralized (Backend)

-

M

M

C

-

-

M

M

M

Centralized (MEC)

-

S

S

M

-

-

S

S

C

Localized

-

C

-

M

-

-

-

-

-

S

M

M

-

-

-

-

-

Detection and recognition of hidden events and
obstructions well in advance

-

Legend: CLM = Cooperative Lane Merging; BSA = Back Situation Awareness; FSA=Forward Situation Awareness; MBA= Motorbike Awareness; VSSS = Vehicle Sensor and State Sharing;
EH= Event Horizon; VS=Video Streaming; EA=; EA= Environment Analysis; EZ=Electric Zones, SP= Speed Advice
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Requirement
category

Description/value

Communication
capability / interface
between different
MECs

CLM

BSA

VSSS

MBA

EH

VS

EA

EZ

Intra-operator

M

M

M

M

M

-

S

S

Cross-operator

M

M

M

M

M

-

S

S

-

Policies for sharing internal network info
between operators in a cross-border
environment

S

S

S

S

S

-

S

S

-

-

-

-

M

-

-

-

QoS prediction

-

-

DSL

Support of high connection density for
congested traffic

M

M

M

M

M

S

M

M

S

V2V communication capability

M

C

M

S

C

-

-

-

-

Multiple radio technologies for message
ingestion and distribution

-

M

-

M

-

-

-

-

-

Capability to communicate with all traffic
participants regardless of deployed technology
(5G and legacy)

S

S

S

S

M

-

S

S

M

Positioning information of vehicles

M

M

M

M

M

-

M

M

N

Geoservice: network database with vehicle
position, IP address, timestamp

M

M

M/W

M

M

-

-

M

C

Geocast: capability to communicate to selected
vehicles (position and direction)

M

M

M/W

M

M

-

-

M

C

M

M

M

M

M

-

-

-

M

Communication
requirements

Localization and georeferencing

Priority for each use case2

Broadcast function (messages to be filtered at
the vehicle OBU if not relevant)
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Requirement
category

Security

5G CARMEN (H2020-ICT-18-2018)

Description/value

Priority for each use case2
CLM

BSA

VSSS

MBA

EH

VS

EA

EZ

DSL

Map/Location Referencing and Matching

-

M

W

M

M

-

-

-

W

Destination/route information (e.g. from onboard navigation system)

C

M

C

-

-

-

-

M

-

Authenticity

M

M

M

M

M

M

M

M

M

Integrity

M

M

M

M

M

M

M

M

M

Privacy

M

M

M

M

M

M

M

M

W

Anonymity

C

C

C

C

C

-

C

-

C

Accountability

M

M

M

M

M

M

M

M

M

Confidentiality

W

W

W

W

W

M

W

W

W
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4.2 Non-functional requirements
Table 16 summarizes the overall non-functional requirements imposed by the considered use cases. Further details on the most important requirements for each
individual use case can be found in the following subsections.
Table 16: Summary of the non-functional requirements of the 5G CARMEN use cases.

Requirement
category

Automotive
requirements

Network
requirements

3

Description

Value for each use case3
CLM

BSA

VSSS

MBA

EH

VS

EA

EZ

DSL

Localization accuracy [m]

1-4

1-4

1-4

1-4

1

-

100

100

100

Position refresh time [s]

0.1

0.1

0.1

0.1

0.1

-

10

10

10

Vehicle speed [km/h]

<250

Relevant area [m]

20-1000

800-2000

400-10000

1000

1000

-

-

>400

>400

Manoeuvre execution time
[s]

<5

-

-

-

<5

-

-

-

-

Availability [%]

95

95

99.9

95

99.9

95

95

95

95

Range (direct link) [m]

800

800

400

800

1000

-

-

-

-

Data rate [Mbps]

-

-

-

-

-

1.3-14.2

-

-

-

Reliability [%]

90

95

99.9

99

99

-

90

90

90

Packet Delay [s]

0.1

0.05

0.1

0.05

0.01

-

1

1

1

Exchange Delay [s]

0.1

60

0.1

0.1

0.1

-

-

60

60

Legend: CLM = Cooperative Lane Merging; BSA = Back Situation Awareness; FSA=Forward Situation Awareness; MBA= Motorbike Awareness; VSSS = Vehicle Sensor and State Sharing;
EH= Event Horizon; VS=Video Streaming; EA=; EA= Environment Analysis; EZ=Electric Zones, DSL= Dynamic Speed Limit
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Requirement
category

Description
Packet size [byte]

5G CARMEN (H2020-ICT-18-2018)

Value for each use case3
CLM

BSA

VSSS

MBA

EH

VS

EA

EZ

DSL

100-600

600

1600

600

1600

-

600

600

600
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Cooperative lane merging
Packet sizes of up to 100 bytes [110] for the request to merge, request ACK, and safe-to-merge/denial messages
can be assumed. Status updates take the regular CAM sizes of up to 588 bytes. Assuming a maximal frequency
of 10 Hz for the status updates, the negotiation needs to take place before the most recent information becomes
obsolete due to a new CAM from one of the vehicles involved in the manoeuvre (i.e., vehicle #3 and vehicle
#1). Hence, the service for cooperative lane merging shall support an exchange delay requirement of less than
100 ms to meet the update rate of positions [111]. A reliability requirement of 90% for the negotiation is imposed
to meet the Automotive Safety Integrity Level B requirements. Moreover, a certain scenario-specific
requirement on the communication range from 20 to 1000 meters shall be satisfied in the PC5-based
implementation. In general, the required range increases with the travelling speed. This is due to the nature of
the negotiation process, where the increasing distance between the negotiating partners allows for more time
and space for smoother manoeuvring. Hence, 20 meters are sufficient in a traffic jam scenario with slowly
moving vehicles, while 1000 meters are required on a highway without a speed limit. Moreover, accurate
position information (within 1-4 m of the actual position) needs to be available in order to enable reliable CLM.
The complete manoeuvre should take no longer than 5-6 seconds [112]. Should longer times be required, the
situation is deemed not suitable for cooperation and CLM should not be carried out between the considered
vehicles.

Back-situation awareness
For the notification of the presence of emergency vehicles, packet sizes of up to 600 bytes are expected (using
CAM payload as order of magnitude). For the advertisement by emergency vehicle (first step of the message
flow) latest specifications of C-ITS priority services propose a refresh for emergency vehicle on operation
advertisement (broadcast) of 250ms, which independently on the technology used and ongoing regulation, can
be taken as order of magnitude of KPI. However, considering the full message flow of Back-situation awareness,
where the message needs to be notified in relevant areas, we can set as overall service including to be <1s, so
that the vehicle get updated notifications every seconds of an approaching vehicle on duty and can prepare to
shift lane to give way to the Emergency Vehicle. Positioning requirement is generally the same for cooperative
systems, sub meter for lane-level positioning, up to 4 meters acceptable for geo-referenced warnings. Coverage
is key parameter in the advertisement: to enable manoeuver negotiations for lane shift within 1 minute the
vehicles should be notified when the emergency vehicle is 2000m behind (assuming that it is travelling at
130km/h and the vehicles in front are moving very slowly). In this way, the vehicle would keep track of an
approaching emergency vehicle, until the vehicle is in direct link range, whereby the direct V2V logics (and
related requirements) can take over, with the same KPI’s as Cooperative lane merging.

Vehicle sensor and state sharing
For the single vehicle critical notification (and for the direct link) <100ms packed delay is necessary, making
reference to CAM and to those DENM generated by emergency braking or reversible belt-tightener. For traction
loss, useful for slippery road analysis, as well as for other hazards (stopped vehicle) we can consider to collect
data from vehicle probes with 1s time granularity, but again, the delay of packet is 100ms. Considering the
whole data flow of this use case, whereby the MEC service analyses several events and notifies to users, we
should consider the figures for I2V messaging, whereby triggering conditions (and update rate) are of the order
of 1-3 minutes. To give an area coverage estimation, we should consider that adverse weather conditions can
severely affect automated driving. A conservative estimation leads to the order of 10 seconds advance,
corresponding to the order of 400m at highest allowed speed. This could be set as KPI both for direct link (e.g.
emergency braking in front) and as minimum relevance area, while maximum relevance area could be up to
several km. Precise positioning may not always be a tight requirement, but in some cases lane level positioning
(1m) may be an useful information, therefore 1-4 m KPI is taken for the time being. Concerning the packet size,
we can make reference to CAM and DENM, but foresee also possible aggregated messages of greater size (1600
bytes).
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Motorbike awareness
Motorbike awareness follows a similar approach to the one in BSA. Hence, similar requirements are to be
considered. Positioning accuracy of 1-4 m is again a prerequisite for reliable use case operation, as is the support
for high traveling speeds (up to 250 km/h). The latter is critical in this use case as high-performance motorcycles
tend to reach such speeds with ease. The higher speeds condition a necessity for a relatively long range for the
notification messages. Here, we consider a requirement of 800 m. Again, leaning on the CAM format, we
consider packet sizes of ~600bytes. These messages shall be delivered within 50 ms and with a reliability of
95% in order to enable the MBA use case.

Event horizon
Event horizon should rely on CAM and DENM data structures and possibly additional data structures, such as
MAP elements. It is difficult to estimate all kinds of messages needed, possibly new ones, however, the
expectation is to exchange cooperative messages, having <1600 bytes size. In highway environment, the local
application could monitor an area of approximately one km. Events should be detected fast enough to allow
manoeuvres within 5s. On the one hand we have to guarantee at least the update rate of current cooperative
systems (0.1s); on the other hand intermediate processing steps of the local entity are (the external “horizon”
observer) are needed. This means, the network should contribute with a small fraction to this 0.1s, i.e. of the
order of 10ms or less. Another key aspect of event horizon is lane-level positioning, otherwise threat assessment
cannot be made with sufficient accuracy and reliability.

Video streaming
Depending on the video stream’s resolution, frame rate, and audio bitrate, a data rate of 1.3-4.1 Mbps (HD
720)/4.2-8.2 Mbps (HD 1080)/ 8.2-14.2 Mbps (4K) is required under consideration of the widely used h.264
video compression standard [113].
The packet sizes may vary, depending on the activity in the encoded frames. There are no explicit packet delay
or packet delay variance requirements for the video streaming use case. The most important performance aspect
is the ability to support the average data rate such that interruption due to buffer underrun are avoided.

Environmental analysis
The Environmental analysis use case operates on a relatively large time scale, as changes in air quality do not
need to be monitored on a sub-second level. As such, it imposes relaxed requirements on the network. Sensor
information updates can be carried out in the order of 10s of seconds, while the packet delay requirements are
also quite relaxed. The primary KPI that has a greater impact on the performance in this use case is the
availability of the communication channels. We consider a target of 95%.

Electric zones
The delivery of information about the electric zones shall be done well in advanced such that a vehicle/driver
can react to the changing conditions. This is done on the application level. As a result, the requirements on the
communication network are quite relaxed - packet delays in the order of seconds can be tolerated. Again, the
availability of the information is the primary KPI and we consider a target of 95%.

Dynamic speed limit
Similar to the other Green Driving use cases, DSL has relaxed requirements. Information is delivered well in
advanced on the application level, while longer packet delays are tolerable (in the order of seconds). Again, the
availability of the information is the most important KPI, we set a target of 95%.
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4.3 Preliminary considerations for business requirements
This additional section some preliminary considerations by WP2 that should be a starting point for WP6
business and deployment aspects.
Especially in a future transition period, automated mobility and early forms of automated mobility might see
entirely new actors and radically changing roles between road operators, vehicle manufacturers and telco
operators. This holds specifically true for air quality-related (green driving) use cases. Currently several
European governments are trying to find pragmatic approaches between radically challenging trade-offs. On
top of this business requirements could be severely influenced by societal concerns that all the automated
innovation wave will only contribute to a divide between motorised elites and stakeholder groups that do not
have access to infrastructure-intensive and potentially high priced top of the line solutions. During EUCAD
2019 conference in Brussels it became quite evident, that established government bodies currently have little
role in several of these newly emerging "solutions". Some (candidate) automated mobility service providers
request harmonisation of all European road infrastructure and road-related regulation as a prerequisite for
commercial viability. Otherwise business viability would be rather in Asia, Australia or the US but not in a
rather fragmented Europe. For some in 5G-CARMEN this is entirely beyond the scope of the project or beyond
what can be achieved within the next five years. So 5G-CARMEN cannot possibly have several of the yet
emerging CAD-mobility service providers on board. This challenge holds also true for the current elaboration
of business requirements in the SDA document (expected to be presented in October 2019). Several individuals
in 5G-CARMEN are also contributing to this European 5G vision document SDA. As examples / food for
thought here we mention claims to make all traffic signs digitally available in Europe or even to eliminate all
physical traffic signs and only to allow digital signs. Other actors try to piggy-pack their business requirements
into some of the early forms of CAD. E.g. allow platooning also for individual passenger cars, even with 100+
vehicles in a platoon-type. For this reason business requirements will see significant fights for relatively small
shares of the mobility value chain. This might involve road operators, car manufacturers, telco operators, road
tolling concessionaires, logistic service providers, specialised information service providers etc. This dynamic
evolution will shape the business requirements for take-up of 5G-CARMEN-related use cases and future
elements of mobility services.
On top of some of those early elements of future business requirements the know challenge is that often early
investment is to be done by players who might reap savings of profits only after 2040. Or that penalties for
missed air quality targets are to be paid by stakeholders outside the current road-based mobility sector.
A rather basic but fundamental business requirement is related to additional effort from different message sets,
message flows or message architecture. Several telematics service providers and several road operators have
already decided to support a variety of technologies and project concepts only under the condition that the
message architecture is fully identical and that no additional programming or adaptation effort is needed. This
is currently (under various labels) heavily discussed in Europe. For 5G-CARMEN this will most probably be
resolved after mid-May or by mid-October with the publication of the SDA. Therefore we do not prematurely
provide more details here.
Many questions regarding the business side of the above use cases remain unclear at this point in time and will
be addressed in subsequent deliverables. For instance, Cooperative Manuevering, Situation Awareness, and
Green Drving imply the need for broad collaboration between all traffic participants and service providers. This
means that all manufacturers, road operators, network operators and other possible stakeholders need to reach
an understanding and create a common platform for the exchange of data. The exact roles and stakeholder
composition will be investigated in Work Package 6. As a prerequisite, it is required that the involved vehicles
are capable of communicating with the outside world. This is not the case for all vehicles on the road today, and
in the near future. Hence, questions about the adoption rate of such use cases arise.
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5 Conclusions
This document has reported the work of WP2 in the first six months of the 5G CARMEN project. Hereafter, we
summarize the main outcomes and their impact to future activities.
Within T2.1 an Analysis of relevant 5G-PPP Phase 1 & 2 R&D - and complemented with a survey of other
projects - to issue a set of guidelines and lessons learned that should guide the future 5G CARMEN choices,
both from the architectural perspective and from the piloting.
As a whole, a huge background is available in the 5G topics of orchestration and SDN control solutions,
lightweight virtualization technologies, flexible management of slicing technologies, tools for simplifying
network management and manage applications, transport and radio access and security. These findings must be
considered by the core technology developments of WP3 and WP4. An aspect where 5G CARMEN could
benefit of this background is network management and slicing. However, none of the examined 5G projects
addressed the cross-border handovers, in terms of architecture, operator policies and interfaces. This is a critical
aspect for European corridors such as the one piloted in 5G CARMEN, where service continuity has to be
provided. This means that specific policies and solutions need to be defined in our project for deciding which
information can be shared between operators, and at which interface, including or not third parties.
In addition, a large number of connected and automated driving use cases is reported in 5G-PPP and non-5GPPP projects, with different technologies and levels of maturity. This should be further addressed, especially by
partners involved in other pilot projects, to steer the set-up in the pilots (WP5) and make wise integration choices
with regards to legacy implementations in the corridor. It can also serve as an input to WP6 activities on business
analysis. However, it was noted that, so far, real-world implementations of 5G use cases are rather limited. In
addition, some projects which have similar goals, partnerships and pilots as 5G CARMEN ought to be closely
monitored within WP1 and WP7.
Task 2.2 was devoted to the definition of use cases and related requirements. The four topics of 5G CARMEN,
namely driving automation, driving assistance, infotainment and green driving, have been maintained and
further developed. Each use case has a high-level data flow representation, highlighting the kind of networking
approach. In cooperative use cases among road users, both a peer-to-peer using side-link and a centralized MEC
approach are reported.
Cooperative Lane Merging is dedicated to Automated Driving (AD) but it can be applied also to driver
assistance systems, such as lane change and blind spot. Relevant scenarios are intersections, lane changing,
overtaking, entering/exiting highways, etc. By means of 5G-enabled C-V2X, relevant maneuver data are
exchanged among vehicles that use these data for AD driving strategies or driving recommendations. The key
technical requirement is an extremely low latency. Maneuver Negotiation requires acknowledge messages,
whose content is not yet standard in the passenger cars domain, while basic Cooperative Lane Merging can be
done with the existing Cooperative Awareness Messaging (CAM) payload using C-V2X.
Situation Awareness enables preventive safety warnings featured by 5G C-V2X (PC5 and V2N). It includes a
set of sub-cases: emergency vehicles on duty coming from the back; vehicle sensors and state sharing, i.e. slow
vehicles, weather and other events; motorbike awareness, dedicated to vulnerable road users; and a possible
future “event horizon”, not piloted but relevant for the requirements, that includes all possible events. While
cooperation between road users has the same low latency requirement as maneuver negotiation, cooperation
between vehicles and “smart roads” (including roadside sensors, back-ends, etc.) is challenging for the role of
MEC and its relationship with cloud and existing services and infrastructure. Fast communication and
synchronization between all components of the chain (including MEC from different providers) and networks
involved are very demanding requirements, especially when driving cross-border.
Video streaming exploits the broadband connectivity offered by 5G, focusing on an optimized Quality of
Experience (QoE), depending on the Quality of Service (QoS) which is expected to vary along the corridor.
High quality service should always be available, even in cross-country border situations and inter-operator
scenarios. This may imply network synergies between LTE, 5G, C-V2X, etc. Also for this use case, cross-border
regions in the highway environment are challenging due to the radio propagation conditions, coverage holes,
and the handover. Other challenges are the high travelling speeds and number of users.
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Green Driving is a use case with high societal impact, as it relates to both the local air pollution emissions
problems. This use case is driven by road operators and its scope is to promote greener driving attitudes across
the corridor. Leveraging on existing initiatives, Green Driving in 5G-CARMEN platform will use sensor-based
information, weather and traffic data, legislation databases to give targeted information to road users via 5G
connectivity, especially in critical areas. Such information may be on electric mode usage in hybrid electric
vehicles, or speed limits for conventional vehicles or local re-routing of traffic. The key requirements for the
Green Driving use case are related to the interface to existing C-ITS servers, information sources and analytics,
and to management centres to monitor the situation, generate messaging and manage traffic.
Beyond these use case highlights, looking across the requirements tables, we see that vehicles are major
information sources and processing nodes by all use cases. On the one hand, this shows that the distributed,
cooperative model designed in FP6/FP7 and continued in H2020 is still holding. On the other hand, it highlights,
once again, the chicken-and-egg problem of market penetration especially in the phase-in period. Since a use
case relying on connected vehicles (even just as information producers) is the more effective the more vehicles
are equipped, its limitations at the beginning could have a negative influence on customers, if commercially
proposed, or on public opinion, if mandated. This should be taken into account in WP6, where also the
availability of car data should be tackled.
Capability to communicate with all traffic participants regardless of deployed technology (5G and legacy) is a
requirement mentioned for all use cases (excluding video streaming) but as not mandatory. The reason it is not
mandatory may be due to the current uncertainty of C-ITS technology. In the long term all users will need to
communicate with each other and with the road infrastructure. Otherwise cooperative mobility will not take off
for the aforementioned reason.
Several localization and geo-referencing requirements on positioning requirements are common in the use cases,
excluding video streaming where such information (position, route) could be used as auxiliary parameter.
Especially for the preventive safety use cases, this may imply the availability of low cost lane level positioning
solutions to be applied on high-end as well as low-end vehicles, supporting GNSS services of GPS and Galileo.
To exploit the full 5G potential, the interface between different MECs is a strong requirement for Cooperative
Lane Merging and Situation Awareness, otherwise the use cases demonstrated in 5G CARMEN will be limited
to peer-to-peer connectivity and thus be very similar to State-of-Art projects.
Support of high connection density for congested traffic is a key requirement for all use cases, as expected. Lack
of support could have a negative impact in terms of message availability for Situation Awareness and Maneuver
Negotiation, and on QoS for Video Streaming.
All these requirements represent useful input for the Functional architecture and open network service interfaces
design of WP2, and for the technological enabler WP3. In addition, preliminary business needs have been
outlined, representing a starting point for WP6.
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Annex: On interoperability with existing implementations
As in the Grant Agreement, 5G-CARMEN needs to 5G-CARMEN “complement C-V2X with LTE and C-ITS
technologies, targeting interoperability and harnessing a hybrid network. This use case addresses hybrid
communication among vehicles equipped with different radio communication systems in the well-known use
case of Stationary Vehicle Warning (SVW), which is a Day-1 priority addressed in C-ROADS and C-ITS
platform under Other Hazardous Notifications. It is more an architectural use case than a driving use case, but
was defined within WP2 and is therefore reported here in Annex.
This scenario consists of any vehicle (broken vehicle) to signal its state (e.g. broken-down vehicle, stopped
vehicle, post-crash), which stops on the street or in the emergency lane and could become a dangerous problem.
This warning situation should be managed with information dissemination to the other vehicles on the road via
DENM messages. This Day-1 application in C-ITS systems is ready-to-deploy, and it could enhance the road
safety, assuming a homogeneous context of C-ITS stations equipped with hybrid communication (802.11p and
4G).
In this 5G Carmen scenario we are investigating the possible interoperability between the hybrid C-ITS network
with 5G network. In particular, we will focus on feeding the 5G Carmen network with messages coming from
existing C-ITS network (802.11p and 4G).
Within the project (WP3 architecture) we will evaluate this possible demonstration addressing:
•
•
•

low-latency back-end service, by evolving the existing cloud based AMQP broker to MEC approach,
PC5 direct communication between C-V2X enabled RSU (on the same road) and other vehicles.
PC5 and ETSI ITS G5 are two concurrent technologies are not compatible, as they use different radio
access, and vehicle with different technologies could not communicate with direct communications.
However, exploiting the back end - either the C-ITS-S in the same LAN, the MEC server and/or the
cloud AMQP broker server - a vehicle equipped with ITS G5 and ones equipped with C-V2X
technology could become interoperable.

This picture below is verbose, but it highlights how cars equipped with different technologies (11p, 4G, Pc5 and
5G-V2N) can benefit of the warning message.

Figure 21: Hybrid car break-down warning scenario.
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From architectural viewpoint, the implementation choices are still open (especially for the V2N service).
However, the main requirement to achieve this use case is that the information payload is the same, using ASN.1
coding to generate both ETSI DENM messages, PC5 messages and also the V2N service payload.
The following message flow diagrams serve as a reference for the expected application behaviour and network
load. The diagrams may be refined at a later stage in the project.
The following flow charts shows how the DENM message payload is passed across entities in the case of 5G
V2N service (5G uu interface) and of PC5 interface, respectively

Figure 22: Message flow from broken-down vehicle to C-V2X vehicle through UU 5G interface.
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Figure 23: Message flow from froken-down vehicle to C-V2X vehicle through PC5 interface.
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